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Gioi thiéu ve cuon sach

« Phién ban nay duwoc xuat ban vao ngay 08/02/2024

Day la mot hwong dan ma nguén md vé 1ap trinh Bash, gitp ban hoc
nhiing kién thitc co ban vé scripting Bash va bat dau viét cac script
Bash tuyét voi dé tw dong héa céc tac vu SysOps, DevOps va phét trién
hang ngay. Du ban la ki sw DevOps/SysOps, lap trinh vién hay chi la
nguoi dam mé Linux, ban déu c6 thé st dung céc script Bash dé két
hop céac 1énh Linux khac nhau va tw dong héa nhitng cong viéc lap di
1ap lai hang ngay, tir d6 tap trung vao nhiing viéc hiéu qua va thua vi
hon.

Huéng dan nay phu hop cho bat ky ai dang lam viéc nhw mot 1ap trinh
vién, quan tri hé thong hoac kj sw DevOps va mudn hoc nhiing kién
thitc co ban vé lap trinh Bash.

13 chuong dau tién sé tap trung hoan toan vao xdy dung nén tang viing
chac vé lap trinh Bash, sau do6 cac chuong con lai sé cung cép cho ban
mot so vi du va script thuc té.



Ve tac gia

Tén to6i la Bobby Iliev, va t6i da lam viéc nhw moét Ky s DevOps Linux
tir ndm 2014. T6i la mot nguoi yéu thich Linux va ung ho triét Iy phong
trao méa nguoén ma. Toi ludn cé gang lam nhimg diéu ma tdi chua biét
dé hoc hoi cach thuc hién ching, va toi tin twdng vao viéc chia sé kién
thic.

T6i nghi diéu quan trong la luén gilt tinh chuyén nghiép va bao quanh
minh bang nhitng nguoi tot, lam viéc cham chi va déi xt tot véi moi
nguoi. Ban phai thé hién & mitrc d6 cao hon nhiing nguoi khac mot cach
nhat quan. D6 la dau hiéu cua mot chuyén gia thuc thu.

Dé biét thém théng tin, vui 1ong truy cép blog cua téi tai
https://bobbyiliev.com, follow me on Twitter @bobbyiliev_ and
YouTube.



https://bobbyiliev.com
https://twitter.com/bobbyiliev_
https://www.youtube.com/channel/UCQWmdHTeAO0UvaNqve9udRw

Nha tai tro

Cuon sach nay duoc thuc hién nho sy ho tro cia nhiing cong ty tuyét
voi sau!

Materialize
Co s dir liéu luong cho phan tich thoi gian thuec.

Materialize la mot co sé dit liéu phan Uinmg cung cap cap nhat view theo
lily tién. Materialize gilp céc nha phat trién dé dang xay dung véi dir
liéu luong bang SQL tiéu chuén.

DigitalOcean

DigitalOcean la mot nén tang dich vu dam may cung cap su don gian
ma céac nha phat trién yéu thich va cdc doanh nghiép tin tuwdng dé chay
cac tng dung san xuat & quy mo lon.

N6 cung cap cac giai phap tinh toan, luu trir va mang cé tinh kha dung
cao, bdo méat va c6 thé md rong, gitp céc nha phat trién xay dung phan
mém tuyét voi nhanh hon.

Duoc thanh lap vao nam 2012 véi cac van phong tai New York va
Cambridge, MA, DigitalOcean cung cdp gia ca minh bach va hop ly,
giao dién nguoi dung twong minh va mot trong nhiing thu vién tai
nguyén ma nguoén mao lén nhat hién co.

Dé biét thém thong tin, vui 1ong truy cép https://www.digitalocean.com
or follow @digitalocean trén Twitter.

Néu ban méi str dung DigitalOcean, ban cé thé nhan duoc $200 tin
dung mién phi va tao cdc may chu riéng thong qua lién két gi6i thiéu
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https://materialize.com/
https://www.digitalocean.com
https://twitter.com/digitalocean

nay:

Tin dung $200 mién phi cho DigitalOcean

DevDojo

DevDojo 1a mo6t nguon tai nguyén dé hoc tat ca moi thir vé phat trién
web va thiét ké web. Hoc trong gio nghi trua hoac thitc day va thuong
thitc mot tach ca phé cung ching toi dé hoc diéu gi d6 mdi.

Tham gia cong dong nha phat trién nay, va ching ta c6 thé cung nhau
hoc hoi, xay dung va phat trién.

Join DevDojo

Dé biét thém thong tin, vui 1ong truy cép https://www.devdojo.com or
follow @thedevdojo trén Twitter.
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https://m.do.co/c/2a9bba940f39
https://devdojo.com?ref=bobbyiliev
https://www.devdojo.com?ref=bobbyiliev
https://twitter.com/thedevdojo

Cong cu tao PDF Ebook

Ebook nay duoc tao boi Ibis do Mohamed Said phét trién.

Ibis la mot cong cu PHP giup ban viét sach dién ti bang markdown.
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https://github.com/themsaid/ibis/
https://github.com/themsaid

Cong cu tao ePub Ebook

Phién ban ePub dwoc tao boi Pandoc.
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https://pandoc.org/

Bia sach

Bia cta ebook nay duoc tao bang Canva.com.

Néu ban can tao mot do hoa, poster, thiép moi, logo, bai thuyét trinh -
hodc bat cir thi gi trong dep mat — hay tht Canva.
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https://www.canva.com/join/determined-cork-learn

Giay phép

Luu y: Phan gidy phép MIT dudi day duoc gilt nguyén ban tiéng Anh dé
dam bao tinh chinh xac vé mat phap ly

MIT License
Copyright (c) 2020 Bobby Iliev

Permission is hereby granted, free of charge, to any person obtaining a
copy of this software and associated documentation files (the
"Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF
ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED
TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT
SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR
ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE
OR OTHER DEALINGS IN THE SOFTWARE.
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Nhap mon Bash scripting

Chao mung dén véi huéng dan nhap moén Bash! Trong khéa hoc siéu
téc vé bash nay, ban sé hoc céac kién thirc co ban vé Bash dé c6 thé
bat dau viét céac script(kich ban) Bash cua riéng minh va tw dong hoa
cac cong viéc hang ngay.

Bash la mot loai shell va ngon ngtt dong lénh cta Unix. N6 duoc st
dung rong rai trén nhiéu hé diéu hanh khac nhau, va cling la trinh
thong dich 1énh mac dinh trén hau hét cac hé thong Linux.

Bash la viét tat cia Bourne-Again SHell. Giong nhw céc shell khéc, ban
c6 thé stir dung Bash tuong téc truc tiép trong terminal(giao dién dong
1énh) cta ban, va cling, ban c6 thé st dung Bash nhu bat ky ngon ngir
14p trinh nao khac dé viét céc script. Cuén sach nay sé gitp ban hoc
cac kién thitc co ban vé lap trinh Bash bao gom: bién Bash, dit liéu
nhap tir nguoi dung, chu thich, tham s6, mang, biéu thitc diéu kién, cau
1énh diéu kién, vong lap, ham, g& 16i, va kiém tht.

Céc script Bash rat hiéu qua dé tw dong hoa cac cong viéc lap di lap lai
va giup ban tiét kiém thoi gian. Vi du, hdy tuong tuwong lam viéc trong
moOt nhom nam lap trinh vén cho mot du an can thiét 1ap moi truong
phtic tap. P& chuwong trinh hoat dong chinh xdc, méi 1ap trinh vién phai
tu cai dat moi truong mot cach thu cong. D6 la cung mot viéc rat dai va
phtc tap (cai dat moi truong) duoc lap lai it nhat 5 lan. Day la luc ban
va c4c script Bash dén dé giai ctru tinh hinh! Thay vao do, ban tao mot
tép van chira tat ca cac huéng dan can thiét va chia sé né véi dong
nghiép. Va bay gio, tat ca nhiing gi ho can lam la chay script Bash do6
va moi thir sé duoc thiét lap tw dong cho ho.

D€ viét céc script Bash, ban chi can mot terminal UNIX va mot trinh
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soan thao van ban nhw Sublime Text, VS Code, hay mot trinh soan thao
dua trén terminal nhw vim hoac nano.
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Cau truc cua Bash

Héay bat dau bang tao mot tép méi c6 dang mé rong . sh. Vi du, ta cé
thé tao mot tép co tén devdojo. sh.

D€ tao tép do, st dung lénh touch:

touch devdojo.sh

Hoac st dung trinh soan thao van ban:

nano devdojo.sh

Dé thuc thi hay chay mot tép bash script bang trinh thong dich shell
bash, dong dau tién cta tép script phai chi dinh duong dan tuyét déi
dén tép thuc thi bash:

#!/bin/bash

bay con duoc goi la Shebang.

Tat ca nhitng gi shebang lam la huéng dan hé diéu hanh chay script véi
tép thuc thi /bin/bash.

Tuy nhién, bash khéng phai lic nao ciing nam trong thw muc
/bin/bash, dac biét la trén cac hé thong khong phai Linux hoac do
duoc cai dat nhu mot géi tuy chon. Do d6, ban cé thé mudn st dung:
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https://en.wikipedia.org/wiki/Shebang_(Unix)

#!/usr/bin/env bash

Céach nay sé tim kiém tép thuc thi bash trong cac thu muc duoc liét ké
@ bién moi truong PATH.
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Bash Hello World

Khi da tao tép devdojo.sh va chi dinh shebang bash & dong dau tién,
ching ta da san sang dé tao script bash "Hello World" dau tién.

D€ lam diéu d6, ma lai file devdojo.sh va thém doan sau vao sau dong
#!/bin/bash:

#!/bin/bash

echo "Hello World!"

Luu file va thoat.

Sau dd, dung lénh sau dé cho script c6 thé thuc thi:

chmod +x devdojo.sh

Tiép theo, thuc thi tép:

./devdojo.sh

Ban sé thay thong bao "Hello World" hién ra trén man hinh.

Mot cach khéc dé chay script la:

bash devdojo.sh

Vi bash c6 thé duoc st dung dudi dang twong tac, ban c6 thé chay 1énh
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sau truc ti€p trong terminal va sé nhan duoc két qua tuong tu:

echo "Hello DevDojo!"

Viéc tao mot script tro nén hitu ich khi can két hop nhiéu 1énh lai voi
nhau.
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Bién trong Bash

Giong nhw cac ngdn ngit 1ap trinh khéc, ban cling c6 thé st dung bién
trong lap trinh Bash. Tuy nhién, Bash khong c6 kiéu dit liéu, va mot
bién trong Bash cé thé chira ca so 1an ky tu.

D€ gan gié tri cho mot bién, ban chi can st dung dau =:

name="DevDojo"

Notice: khong duoc c6 khoang trang trudc va sau dau =.

Sau dd, dé truy cép bién, ban phai st dung ddu $ va tham chiéu dén né
nhu sau:

echo $name

Viéc dat tén bién trong ddu ngodc nhon la khong bat budc, nhung dwoc
coi la mot thoi quen t6t, va ban nén dung khi c6 thé:

echo ${name}

DPoan ma trén sé hién thi: DevDojo vi day la gié tri ciia bién name cla
chung ta.

Tiép theo, hay cap nhat script devdojo.sh clia chung ta va thém mot
bién vao do.
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MOt l1an nira, ban c6 thé mé tép devdojo.sh bang trinh soan thao van
ban yéu thich cta minh, & day toi st dung nano dé mo tép:

nano devdojo.sh

Thém bién name vao tép, kem theo mot thong diép chao mung. Tép cua
ching ta gi¢ trong nhw thé nay:

#!/bin/bash
name="DevDojo"

echo "Hi there $name"

Luu lai va chay tép bang 1énh dudi day:

./devdojo.sh

Ban sé thay két qua sau trén man hinh:

Hi there DevDojo

Duéi day la tom tat vé script duoc viét trong tép:

« #!/bin/bash - Dau tién, chung ta chi dinh shebang.

« name=DevDojo - Sau do, dinh nghia mot bién tén la name va gan gia
tri cho no.

« echo "Hi there $name" - Cudi cung, ching ta xuat noi dung cta
bién ra man hinh dwéi dang thong diép chao mung bang céch st
dung echo

Ban ciling c6 thé thém nhiéu bién vao tép nhu sau:
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#!/bin/bash

name="DevDojo"
greeting="Hello"

echo "$greeting $name

Luu tép va chay:

./devdojo.sh

Ban sé thay két qua sau trén man hinh:

Hello DevDojo

Luu y rang ban khong nhét thiét phai thém dau cham phdy ; & cudi
moi dong. Cé hay khong cling duoc, kha giong nhw cac ngoén ngir 1ap
trinh khac nhw JavaScript!

Ban ciling c6 thé thém bién trong Command Line bén ngoai script Bash
va chuing c6 thé duoc doc nhu cc tham so:

./devdojo.sh Bobby buddy!

Script nay nhéan vao hai tham s6 Bobby va buddy! dwgc phén tach bang
khoang trang. Trong tép devdojo.sh, ching ta co:

#!/bin/bash

echo "Hello there" $1

24



$1 la tham s6 dau vao trudc tién (Bobby) trong Command Line. Twong
tw, c6 thé c6 nhiéu tham sé dau vao khac va tat cd déu duoc tham
chiéu bang dau $ va thit ty twong Gmg cua ching. Diéu nay cé nghia la
buddy! duoc tham chiéu bang $2. Mot céach hitu ich khac dé doc bién la
$@, n6 sé doc tat ca cac tham sé dau vao.

Vay bay gio hay thay doi tép devdojo.sh dé hi€u ro hon:

#!/bin/bash

echo "Hello there" $1

# $1 : first parameter
echo "Hello there" $2

# $2 : second parameter
echo "Hello there" $@

# %@ : all

Sé c6 két qua:

./devdojo.sh Bobby buddy!

Would be the following:

Hello there Bobby
Hello there buddy!
Hello there Bobby buddy!

25



Nhap dw lieu tw nguoi dung
trong Bash

V6i script trude dd, ching ta da dinh nghia moét bién va hién thi gid tri
cua bién do trén man hinh bang 1énh echo $name.

Bay gi0, hay yéu cau nguoi dung nhap dit liéu. P lam diéu nay, mé tép
bang trinh soan thao van ban yéu thich cua ban va cap nhéat script nhuw
sau:

#!/bin/bash

echo "What is your name?"
read name

echo "Hi there $name"
echo "Welcome to DevDojo!"

Doan ma trén sé yéu cau nguoi dung nhap dit liéu va sau do luu trit di
liéu d6 dudi dang chudi/van ban trong mot bién.

Sau dd, chung ta c6 thé sir dung bién nay va in ra moét théng diép cho
nguoi dung.

Két qua cua script trén sé nhu sau:

« Dau tién, chay script:

./devdojo.sh
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« Sau dod, ban sé duoc yéu cau nhap tén:

What is your name?
Bobby

« Sau khi d& nhép tén, chi can nhan Enter, va ban sé nhan duoc két
qua nhw sau:

Hi there Bobby
Welcome to DevDojo!

D€ lam gon m4, ta cd thé thay déi cau 1énh echo dau tién bang read -
p. Lénh read khi dugc st dung véi tuy chon -p sé hién thi mot thong
diép trude khi yéu cau nguoi dung nhéap dit liéu:

#!/bin/bash

read -p "What is your name? " name

echo "Hi there $name"
echo "Welcome to DevDojo!"

H&ay nhé tw minh th nghiém diéu nay nhé!
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Chu thich trong Bash

Giong nhw cac ngdn ngir 1ap trinh khéc, ban c6 thé thém chu thich vao
script cia minh. Cha thich duoc st dung dé€ ghi cht cho ban than trong
code.

D€ lam nhu vay trong Bash, ban can thém ky hiéu # & dau dong. Chu
thich sé khong bao gior dwoc hién thi trén man hinh.

Day la mot vi du vé chu thich:

# This is a comment and will not be rendered on the screen

Hay thém mot s6 chu thich vao script cua ching ta:

#!/bin/bash

# Ask the user for their name

read -p "What is your name? " name
# Greet the user

echo "Hi there $name"
echo "Welcome to DevDojo!"

Ch thich 1a céch t6t d€ mo tad mot s6 chirc nang phtic tap hon truc tiép
trong script cia ban, d€ nguoi khac c6 thé dé dang tim hi€u code cua
ban.
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Tham so trong Bash

Ban c6 thé tham s (argument) s6 vao shell script khi thuc thi. Dé
truyén tham s6, ban chi can viét né ngay sau tén script. Vi du:

./devdojo.com your argument

Trong script, ching ta cé thé st dung $1 dé tham chiéu dén tham s6
dau tién ma ta da chi dinh.

Néu ta truyén doi so thir hai, n6 sé c6 san dudi dang $2 va ct tiép tuc
nhu vay.

Héay tao mot script ngan c6 tén arguments.sh dé lam vi du:
#!/bin/bash
echo "Argument one is $1"

echo "Argument two is $2"
echo "Argument three is $3"

Luu tép va dat quyén thuc thi:

chmod +x arguments.sh

Sau do chay tép va truyén 3 tham so:

./arguments.sh dog cat bird
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Két qua dau ra ban sé nhan duoc la:

Argument one is dog
Argument two is cat
Argument three is bird

Dé tham chiéu tat cd cac doi s6, ban co thé st dung $e:

#!/bin/bash

echo "All arguments: $@"

Néu ban chay lai script mot lan nira:

./arguments.sh dog cat bird

Ban sé nhan duoc két qua dau ra sau:

All arguments: dog cat bird
Mot diéu khéc ban can ghi nhé la $6 duoc st dung dé script tham
chiéu dén chinh noé.

DAy la céch tuyét voi dé tu huy tép néu ban can hoac chi dé 14y tén cla
script.

Vi du, hay tao mot script in ra tén cua tép va xda tép sau do:
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#!/bin/bash

echo "The name of the file is: $0 and it is going to be self-
deleted."

rm -f $0

Ban can can than véi viéc tw xda va dam bdo rang ban da sao luu script
cua minh trudc khi tw xda né.
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Mang trong Bash

Néu ban tung 1ap trinh, cé 1€ ban dd quen thudc voi mang.

Nhung néu ban khong phai la mot 1ap trinh vién, thi diéu chinh ma ban
can biét la khong giong nhw bién, mang c6 thé chita nhiéu gié tri dudi
mot tén.

Ban c6 thé khdi tao mot mang bang céch gan céc gié tri duoc phan
tach bang dau cach va duoc bao quanh béi (). Vi du:

my array=("value 1" "value 2" "value 3" "value 4")

D€ truy cap céc phan t trong mang, ban can tham chiéu bang chi sé
sO cua chung.

Notice: hdy nh¢ rang ban can st dung ddu ngodac nhon.
« Truy cdp mot phan t duy nh4t, cdch nay sé hién thi: value 2
echo ${my array[1l]}

« Cach nay sé tra vé phan tir cudi cung: value 4

echo ${my array[-1]}

 Nhuw v6i tham s6 command line, dung @ sé tra vé tat ca cac phan
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tr trong mang, nhw sau: value 1 value 2 value 3 value 4

echo ${my array[@]}

« Thém d&u thang (#) truéc mang sé xuat ra tong s6 phan tr trong
mang, trong truong hop cua chung ta la 4:

echo ${#my array[@]}

Hay dam béao ban kiém tra va thuc hanh diéu nay véi céc gié tri khac
nhau.
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Cat mang (Array Slicing)

Mac du Bash khéng thuc sw ho tro cat mang, ban c6 thé dat duoc két
qua twong tu bang céch két hop chi index(chi muc) mang va cat chuoi:

#!/bin/bash
array=(llAll IIBII IICII IIDII IIEII)

# Print entire array
echo "${array[@]}" # Output: AB CDE

# Access a single element
echo "${array[1l]}" # Output: B

# Print a range of elements (requires Bash 4.0+)
echo "${array[@]:1:3}" # Output: B CD

# Print from an index to the end
echo "${array[@]:3}" # Output: D E

Khi lam viéc véi mang, ludn st dung [@] dé tham chiéu dén tat ca cac
phéan tw, va bao quanh phép md rong tham sé bang dau ngoac kép dé
gilt nguyén khoang trang trong cac phan tr mang.
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Cat chuoi

Trong Bash, ban c6 thé trich xuét cdc phan ctua chudi bang céch cat.
Cu phép co ban la:

${string:start:length}

Trong do:

e start la chi sé bat dau (bat dau tur 0)
« length la so ky tw toi da can trich xuat

Hay xem mot so vi du:

#!/bin/bash
text="ABCDE"

# Extract from index 0, maximum 2 characters
echo "${text:0:2}" # Output: AB

# Extract from index 3 to the end
echo "${text:3}" # Output: DE

# Extract 3 characters starting from index 1
echo "${text:1:3}" # Output: BCD

# If length exceeds remaining characters, it stops at the end
echo "${text:3:3}" # Output: DE (only 2 characters available)

Luu y rang s6 tht hai trong ky hiéu cat dai dién cho do dai toi da cua
chuoi con duoc trich xuat, khong phai la chi s6 két thic. Piéu nay khac
vOi mot s6 ngon ngtt 1ap trinh khac nhw Python. Trong Bash, néu ban
chi dinh mot do dai vuot qua cudi chuoi, né sé don gian dung lai & cudi
chu6i ma khong gay ra 10i.
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Vi du:

text="Hello, World!"

# Extract 5 characters starting from index 7
echo "${text:7:5}" # Output: World

# Attempt to extract 10 characters starting from index 7
# (even though only 6 characters remain)
echo "${text:7:10}" # Output: World!

Trong vi du th hai, mac du ching ta yéu cau 10 ky tw, Bash chi tra vé
6 ky tw c6 san tlr chi s6 7 dén cudbi chuoi. Cach xtr Iy nay sé hitu ich khi
ta khong chac chan vé do dai chinh xéc ctia chudi ma ta dang xt ly.
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Biéu thiuc dieu kién trong
Bash

Trong khoa hoc mdy tinh, cau diéu kién, biéu thirc diéu kién va cau
tric diéu kién la céc tinh ndang cua mot ngoén ngtr 1ap trinh, viéc thuc
hién céc phép tinh hoac hanh dong khac nhau tuy thudc vao viéc diéu
kién boolean do lap trinh vién chi dinh ma sé dugc danh gia la ding
hay sai.

Trong Bash, biéu thitc diéu kién duwoc st dung béi 1énh phicc hop [[ va
1énh tich hop [ d€ kiém tra thudc tinh file va thuc hién so sénh chudi
va s6 hoc.

Dudi day la danh sach céc biéu thitc diéu kién phd bién nhat trong
Bash. Ban khong can phai ghi nhé ching. Hay tham khao lai danh séach
nay bat cit khi nao ban can!
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Kiém tra file

« Dling néu file ton tai.

[[ -a ${file} ]]

« bung néu tap tin ton tai va la block special file.

[[ -b ${file} ]I

« Dung néu tap tin ton tai va la character special file.

[[ -c ${file} ]]

« Dung néu tap tin ton tai va la thu muc.

[[ -d ${file} ]]

 Dung néu tap tin ton tai.

[[ -e ${file} ]]

« Dling néu tap tin ton tai va la tap tin thong thuong.

[[ -f ${file} ]I

« Dling néu tap tin ton tai va la symbolic link.
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[[ -h ${file} ]]

« Dung néu tap tin ton tai va c6 quyén doc.

[[ -r ${file} ]]

« Dung néu tap tin ton tai va co kich thwdc 16n hon khong.

[[ -s ${file} 1]

« Dling néu tap tin ton tai va cd quyén ghi.

[[ -w ${file} ]]

« Ding néu tap tin ton tai va c6 quyén thuc thi.

[[ -x ${file} ]]

« Dung néu tap tin ton tai va la symbolic link.

[[ -L ${file} ]I
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Biéu thuc kiém tra chuoi

« Dung néu bién shell varname da duoc gan gia tri.

[[ -v ${varname} 1]

« Dling néu do dai cua chuoi la khong.

[[ -z ${string} ]]

 Dling néu do dai cua chuoi khac khong.

[[ -n ${string} ]]

« Dling néu hai chuodi bang nhau. = nén duwoc st dung v6i 1énh test
dé tuan tha theo POSIX. Khi st dung véi 1énh [ [, diéu nay thuc
hién so khép theo mau nhw mo6 ta ¢ trén (Compound Commands -
Lénh phtic hop).

[[ ${stringl} == ${string2} 1]

« Dling néu hai chuoi khéng bang nhau.

[[ ${stringl} !'= ${string2} 1]

« Ping néu stringl sap xép trudc string? theo thi tw tir dién.

[[ ${stringl} < ${string2} 1]
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« Ping néu stringl sap xép sau string2 theo thit tw tr dién.

[[ ${stringl} > ${string2} 1]
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Toan tw so hoc
« Tra vé ding néu céac sé6 bang nhau
[[ ${argl} -eq ${arg2} 1]

« Trd vé dung néu céc s6 khong bang nhau

[[ ${argl} -ne ${arg2} ]]

« Tra vé ding néu argl nho hon arg?

[[ ${argl} -1t ${arg2} ]]

« Trd vé dung néu argl nhé hon hoac bang arg?

[[ ${argl} -le ${arg2} ]]

« Tra vé ding néu argl 1én hon arg?2

[[ ${argl} -gt ${arg2} ]I

« Tra vé ding néu argl 16n hon hoac bang arg2

[[ ${argl} -ge ${arg2} ]I

Luu y, argl va arg2 c6 thé la s6 nguyén duwong hoac am.

Giéng nhu c4dc ngdn ngir 1ap trinh khéc, ban c6 thé st dung diéu kién
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AND & OR:

[[ test case 1 ]] && [[ test case 2 ]] # And
[[ test case 1 ]] || [[ test case 2 ]] # Or
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Toan tw trang thai ket thac

e trd vé ding néu lénh da thanh cong ma khong c6 16i nao

[[ $7 -eq 0 ]]

e trd vé ding néu lénh khong thanh céng hodc co 16i

[[ $7 -9t 0 ]]
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Cau lénh diéu kién trong Bash

Trong phan trude, ching ta da tim hi€u mét s6 biéu thic diéu kién phé
bién nhat. Bay gio ching ta cd thé st dung ching véi cdc cau l1énh diéu
kién tiéu chudn nhu if, if-else va switch case.
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Cau lénh If

C4u truc cua cau lénh if trong Bash nhw sau:

if [[ some test 1]
then

<commands>
fi

Dudi day 1a mot vi du nhanh yéu cau ban nhép tén néu ban dé tréng:

#!/bin/bash

# Bash if statement example

read -p "What is your name? " name
if [[ -z ${name} ]]

then

echo "Please enter your name!"
fi
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Cau lénh If Else

V6i cau 1énh if-else, ban c6 thé chi dinh mot hanh dong trong trudng
hop diéu kién trong céu 1énh if khong khép. Ching ta cé thé két hop
diéu nay véi cac biéu thirc diéu kién tir phan trude nhu sau:
#!/bin/bash
# Bash if statement example

read -p "What is your name? " name

if [[ -z ${name} ]]

then

echo "Please enter your name!"
else

echo "Hi there ${name}"

fi

Ban c6 thé st dung cdu 1énh if trén véi tat ca cac biéu thic diéu kién
tlr cac chuwong trude:

#!/bin/bash

admin="devdojo"

read -p "Enter your username? " username

# Check if the username provided is the admin

if [[ "${username}" == "${admin}" ]] ; then
echo "You are the admin user!"

else

echo "You are NOT the admin user!"

fi

Dudi day 1a mot vi du khac vé cdu 1énh if sé ki€m tra ID nguoi dung
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hién tai va khong cho phép chay script véi tw cach nguoi dung root:

#!/bin/bash

if (( $EUID == 0 )); then
echo "Please do not run as root"
exit

fi

Néu ban dat & dau script, no6 sé thoat trong truong hop EUID la 0 va sé
khong thuc thi phan con lai cua script. Piéu nay da duoc thao luan trén
the DigitalOcean community forum.

Ban ciling c6 thé kiém tra nhiéu diéu kién véi cau 1énh if. Trong vi du
nay, chung ta muon dam bao rang nguoi dung khong phai la nguoi
dung admin cling khong phai la nguoi dung root d€ dam bao script
khong c6 kha nang gay ra qua nhiéu thiét hai. Chung ta sé st dung
toan t or trong vi du nay, duoc ky hiéu bang | |. Diéu nay c6 nghia la
mot trong hai diéu kién can phai ding. Néu chung ta st dung toan tu
and la && thi ca hai diéu kién déu phai dung.

#!/bin/bash

admin="devdojo"

read -p "Enter your username? " username

# Check if the username provided is the admin

if [[ "${username}" != "${admin}" 1] && [[ $EUID '= 0 1] ;
then

echo "You are not the admin or root user, but please be
safe!"
else

echo "You are the admin user! This could be very
destructive!"
fi
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Néu ban cé nhiéu diéu kién va kich ban, thi c6 thé st dung cau 1énh
elif vdicdc caulénh if va else.

#!/bin/bash
read -p "Enter a number: " num

if [[ $num -gt © 1] ; then
echo "The number is positive"
elif [[ $num -1t 0@ ]] ; then
echo "The number is negative
else
echo "The number is 0"
fi

49



Cau lénh Switch case

Giong nhu trong céc ngdn ngir 1ap trinh khac, ban ¢ thé st dung cau
1énh case dé don gian hda céc diéu kién phic tap khi ¢ nhiéu lya chon
khéac nhau. Vi vay, thay vi sit dung mot vai cau lénh if va if-else, ban
c6 thé st dung mot cau 1énh case duy nhat.

Cu phép cau lénh case trong Bash trong nhu thé nay:

case $some variable in

pattern 1)
commands

" w
r

pattern 2| pattern_ 3)
commands

*)
default commands

" w
r

esac

Tém tat nhanh vé cau tric:

« T4t ca cac cau 1énh case bat dau bang tir khoa case.

« Trén cung mot dong voi tir khoa case, ban can chi dinh mot bién
hoac mét biéu thitc theo sau la tlr khoa in.

« Sau do, ban c6 cac mau case, trong do6 ban can st dung ) dé xéc
dinh phan cu6i cua mau.

« Ban c6 thé chi dinh nhiéu mau duoc phan tach bang dau pipe: |.

« Sau mau, ban chi dinh cac 1énh ma ban muén dwoc thuc thi trong
truomg hop mau khdp véi bién hoac bi€u thirc ma ban da chi dinh.

« T4t ca cac ménh dé phai duoc két thic bang cach thém ;; & cudi.

« Ban c6 thé cé mot cau 1énh mac dinh bang céch thém * lam mau.
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« P& d6ng cAu 1énh case, sit dung tir khda esac (case viét nguoc
lai).

Duéi day la mot vi du vé cau lénh case trong Bash:

#!/bin/bash
read -p "Enter the name of your car brand: " car
case $car in

Tesla)
echo -n "${car}'s car factory is in the USA."

O
1

BMW | Mercedes | Audi | Porsche)
echo -n "${car}'s car factory is in Germany."

1

Toyota | Mazda | Mitsubishi | Subaru)
echo -n "${car}'s car factory is in Japan."

H
*)
echo -n "${car} is an unknown car brand"

O
1

esac

Véi script nay, chung ta yéu cau nguoi dung nhap tén cua mot thuong
hiéu xe hoi nhuw Tesla, BMW, Mercedes, v.v.

Sau dd, voi cau l1énh case, ching ta kiém tra tén thuong hiéu va néu né
khép voi bat ky mau nao cua ching ta, ching ta sé in ra vi tri cua nha
may.

Néu tén thuong hiéu khong khép véi bat ky cau lénh case nao cua
chung ta, ching ta sé in ra mot thong bao mac dinh: "la mot thuwong
hiéu xe khong xac dinh".
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Két luan

Ban nén thwr chinh stra script va thir nghiém mot chut dé cé thé luyén
tap nhiing gi ban vira hoc trong hai chwong vira qua!

Dé xem thém vi du vé cdu 1énh case trong Bash, hdy xem chuong 16,
ching ta sé tao mot menu twong tac trong Bash st dung cau 1énh case
dé xtrly dau vao cliia nguoi dung.
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Vong lap trong Bash

Tuwong tw nhw cac ngdén nglt khac, vong lap rat tién loi trong 1ap trinh.
V6i Bash, ban c6 thé st dung vong lap for, vong lap while, va vong lap
until.
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Vong lap For

Dudi day la cau tric ctia mot vong lap for:

for var in ${list}
do

your_commands
done

Vi du:

#!/bin/bash
users="devdojo bobby tony"

for user in ${users}
do

echo "${user}"
done

Giai thich ngan gon vé vi du trén:

« Dau tién, chung ta xac dinh mot danh sach nguoi dung va luu gia
tri vao bién $users.

« Sau d6, ching ta bat dau vong lap for véi tir khoa for.

« Tiép theo, ching ta dinh nghia mot bién méi dai dién cho tung
phan tr trong danh sach. Trong truong hop nay, ching ta dinh
nghia bién user, dai dién cho moi nguoi dung tir bién $users.

« Sau d6, ching ta st dung tir khda in theo sau la danh sach ma
chung ta sé lap qua.

« O dong tiép theo, chung ta st dung tir khéa do, cho biét nhimg gi
ching ta sé thuc hién trong moi lan lap.

« Tiép do, chung ta chi dinh cac 1énh ma ching ta muon chay.

« Cudi cung, chung ta két thic vong lap bang tir khoa done.

54



Ban cling c6 thé st dung for dé xtr Iy mot chudi céc s6. Vi du, day la
cach lap tir 1 dén 10:

#!/bin/bash
for num in {1..10}
do

echo ${num}
done
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Vong lap While

Cdu truc cua vong lap while kha giong véi vong lap for:

while [ your condition ]
do

your_commands
done

Du6i day la mot vi du vé vong lap while:

#!/bin/bash

counter=1
while [[ $counter -le 10 ]]
do
echo $counter
((counter++))
done

Dau tién, ching ta khai bao bién dém va dat gia tri la 1, sau do trong
vong lap, ching ta tang bién dém bang cdu 1énh: ((counter++)). Bang
cach nay, ching ta dam bao rang vong lap sé chi chay 10 1an va khong
chay vo han. Vong lap sé két thic ngay khi bién dém trd thanh 10, nhw
chung ta da dat trong diéu kién: while [[ $counter -le 10 ]].

Hay tao mot script yéu cau nguoi dung nhap tén va khong cho phép di
liéu dau vao tréng:

56



#!/bin/bash
read -p "What is your name? " name

while [[ -z ${name} 1]

do

echo "Your name can not be blank. Please enter a valid
name!"

read -p "Enter your name again? " name
done

echo "Hi there ${name}"

Bay gio, néu ban chay script trén va chi nhan Enter ma khong cung
cap dau vao, vong lap sé chay lai va yéu cau ban nhép tén nhiéu lan
cho dén khi ban thuc sw cung cdp mot dau vao.
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Vong lap Until

Sw khac biét gitta vong lap until va while la vong lap until sé thuc
hién cac 1énh trong vong lap cho dén khi diéu kién trd thanh dung.

Cau truc:

until [[ your_ condition ]]
do

your commands
done

Vi du:

#!/bin/bash

count=1
until [[ $count -gt 10 ]]
do
echo $count
((count++))
done
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Continue va Break

Giong nhw cac ngdn ngit khac, ban cling cé thé st dung continue va
break trong céc script bash cua minh:

« continue yéu cau script bash dung lan lap hién tai cua vong lap
va bat dau lan lap tiép theo.

Cu phép cua cdu lénh continue nhu sau:

continue [n]

Tham sé6 [n] la tuy chon va cé thé 16n hon hoac bang 1. Khi [n] duoc
cung cap, vong lap bao boc thit n sé duoc tiép tuc. continue 1 tuong
duong voi continue.

#!/bin/bash

for i in 12 3 45

do
if [[ $1 -eq 2 ]]
then
echo "skipping number 2"
continue
fi
echo "i is equal to $i"
done

Chung ta cling c6 thé st dung 1énh continue twong tw nhw 1énh break
dé kiém soat nhiéu vong lap.

* break yéu cau script bash két thic vong lap ngay lap tic.

Cu phép cta cau lénh break cé dang nhw sau:
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break [n]

[n] 1a d6i s tuy chon va phai 16n hon hoac bang 1. Khi [n] dwoc cung
cap, vong lap bao boc thit n sé duoc thoat ra. break 1 tuwong dwong véi
break.

Vi du:

#!/bin/bash

num=1
while [[ $num -1t 10 1]
do
if [[ $num -eq 5 ]]
then
break
fi
((num++))
done
echo "Loop completed"

Chung ta cling c6 thé st dung 1énh break véi nhiéu vong lap. Néu
ching ta mudn thoat khoi vong lap dang lam viéc hién tai, du la vong
lap trong hay ngoai, ching ta chi can st dung break. Nhung néu ching
ta dang & vong lap trong va muén thoat khoi vong lap ngoai, ching ta
st dung break 2.

Vi du:
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#!/bin/bash

for (( a=1; a < 10; a++ ))

do
echo "outer loop: $%$a"
for (( b =1; b < 100; b++ ))

do
if [[ $b -gt 5 1]
then
break 2
fi
echo "Inner loop: $b "
done
done

Script bash sé bat dau voi a=1 va sé chuyén sang vong lap trong. Khi
dén b=5, n6 sé thoat khoi vong lap ngoai. Chung ta c6 thé chi st dung
break thay vi break 2 dé thoat khoi vong lap trong va xem céch né anh

huong dén két qua dau ra.
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Ham trong Bash

Ham 1a mot cach tuyét voi dé tai st dung méa. Cau tric clia mot ham
trong bash kha giong véi hau hét cac ngon ngit khac:

function function name() {
your commands

}

Ban cling c6 thé bo tir khoa function & dau, va ham van hoat dong:

function name() {
your commands

}

Toi thich dat tir khoa function & d6 dé dé doc hon. Nhung d6 la van dé
sG thich c& nhéan.

Vi du vé mot ham "Hello World!":

#!/bin/bash

function hello() {
echo "Hello World Function!"

}

hello

Notice: Mot diéu can nhé la ban khong nén thém dau ngoac don
khi goi ham.
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Truyén tham s6 cho mot ham hoat dong twong tu nhw cach truyén tham
s6 cho mot script:

#!/bin/bash

function hello() {
echo "Hello $1!'"
}

hello DevDojo

Céc ham nén cé chu thich dé cap dén mo ta, bién toan cuc, doi s6, dau
ra, va gia tri tra vé, néu co

g i i
# Description: Hello function
# Globals:
# None
# Arguments:
# Single input argument
# Outputs:
# Value of input argument
# Returns:
# 0 if successful, non-zero on error.
g i i
function hello() {
echo "Hello $1!'"

}

Trong mot vai chuong ti€p theo, ching ta sé st dung ham rat nhiéu!
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Debugging, testing va
shortcuts

Dé g 16i cac script bash, ban cé thé st dung tuy chon -x khi thuc thi
script:

bash -x ./your script.sh

Hoéac ban cé thé thém set -x trudc dong cu thé ma ban mudn go 16i.
Lénh set -x kich hoat mot ché do cua shell, trong do tat ca cac lénh
duoc thuc thi sé duoc in ra terminal.

MOt cach khéc dé kiém tra script ctia ban 1a st dung coéng cu tuyét voi
sau day:

https://www.shellcheck.net/

Chi can sao chép va dan mé cua ban vao hop van ban, cong cu sé dua
ra mot sO goi y vé cach cai thién script cua ban.

Ban ciing c6 thé chay cong cu nay truc ti€p trong terminal:

https://github.com/koalaman/shellcheck

Néu ban thich cong cu nay, hdy nhé gan sao cho né trén GitHub va
déng gop!

La mot SysAdmin/DevOps, to6i danh phan 16n thoi gian lam viéc trén
terminal. Du6i day la nhiimg phim tat wa thich giup toi thuc hién céng
viéc nhanh hon khi viét script Bash hoac khi lam viéc trén terminal.
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Hai phim tat duéi day dac biét hitu ich khi ban ¢é mot 1énh rat dai.

* X6a moi thi tir con tré dén cudi dong:

Ctrl + Kk

« X6a moi th tr con tréo dén dau dong:

Ctrl + u

« X6a mot tur phia trudce con tro:

Ctrl + w

« Tim kiém nguoc trong lich st 1énh. Pay cé 1& la phim tat ma t6i st
dung nhiéu nhat. N6 thuc s tién loi va tang téc quy trinh lam viéc
cua toi rat nhiéu:

Ctrl + r

« X6a man hinh, t6i st dung phim tat nay thay vi go 1énh clear:

Ctrl + 1

« Ding hién thi dau ra trén man hinh:

Ctrl + s

« Cho phép hién thi dau ra trén man hinh trong truong hop da bi
dung béi Ctrl + s:
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Ctrl + ¢

« Huy lénh dang thuc thi:

Ctrl + c

« Dua 1énh hién tai vao ché do chay nén:

Ctrl + z

Toi st dung nhitng phim tat nay thuong xuyén hang ngay, va no tiét
kiém cho toi rat nhiéu thoi gian.

Néu ban nghi rang toi da bo s6t phim tat nao, hay thoai mai tham gia
thao luan trén dién dan cong dong DigitalOcean!
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Tao lénh bash tuy chinh

La mot 1ap trinh vién hoac quan tri hé thong, ban c6 thé phai danh
nhiéu thoi gian lam viéc trén terminal. T6i lu6n tim cach téi wu hoa céc
tac vu lap di lap lai.

Mot cach dé lam diéu do 1a viét céc script bash ngan hoac tao céc 1énh
tuy chinh, con duoc goi la alias. Vi du, thay vi phai g6 mot 1énh dai moi
lan st dung, ban cé thé tao mot phim tat cho né.
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Vi du

Héay bat dau véi tinh huéng sau: la mot quan tri hé théng, ban cé thé
phai kiém tra c4c két néi dén web server thuong xuyén, vi vay toi sé st
dung lénh netstat lam vi du.

Thong thuong, khi truy cap vao mot server dang gap van dé véi két noi
& cong 80 hoac 443, toi sé kiém tra xem c6 dich vu nao dang lang nghe
trén céc cong d6 khong va sé lwong két néi dén céc cong do.

Lénh netstat sau day sé cho ching ta biét cé bao nhiéu két noi TCP
hién tai trén cong 80 va 443:

netstat -plant | grep '80\|[443' | grep -v LISTEN | wc -1

Day la mot 1énh kha dai, viéc go né mdi 1an cé thé ton thoi gian vé 1au
dai, dac biét la khi ban muén lay thong tin nhanh chong.

Dé tranh diéu do, ching ta c6 thé tao mot alias. Thay vi go toan bo
1énh, ching ta chi can goé mot 1énh ngan. Vi du, gia st chiing ta muén
c6 thé gb conn (viét tat clia connections) va nhan duoc cung thong tin.
Tat ca nhitng gi ching ta can lam trong truong hop nay la chay 1énh
sau:

alias conn="netstat -plant | grep '80\|443' | grep -v LISTEN |
wc -1"

Bang cach nay, ching ta dang tao mot alias ¢é tén conn, vé co ban la
mot 'phim tat' cho 1énh netstat dai ciia ching ta. Bay gio néu ban chi
can chay conn:
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conn

Ban sé nhan duoc cung két qua nhw khi chay 1énh netstat dai. Ban cé
thé séng tao hon va thém mot sé thong bdo nhu sau:

alias conn="echo 'Total connections on port 80 and 443:' ;
netstat -plant | grep '80\|443' | grep -v LISTEN | wc -1"

Bay gio' néu ban chay conn, ban sé nhan duwoc két qua sau:

Total connections on port 80 and 443:
12

Tuy nhién, néu ban dang xuat va dang nhap lai, alias cua ban sé bi
mét. Trong budc ti€p theo, ban sé thay cach lam cho noé ton tai lau dai
trén hé thong.
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Luu lai cac thay doi

D€ lam cho su thay d6i bang script ton tai lau dai trén hé théng, ching
ta can thém lénh alias vao file profile cua shell.

Mac dinh trén Ubuntu, day sé la file ~/.bashrc, d6i véi cac hé diéu
hanh khéc, c6 thé 1a ~/.bash profile. M file bang trinh soan thao
yéu thich cua ban:

nano ~/.bashrc

Di dén cuoi file va thém dong sau:

alias conn="echo 'Total connections on port 80 and 443:' ;
netstat -plant | grep '80\|443' | grep -v LISTEN | wc -1"

Luu va thoat.

Bang cach nay, ngay ca khi ban dang xuat va dang nhap lai, thay doi
cta ban sé duoc gitt lai va ban sé c6 thé chay 1énh bash tluy chinh cla
minh.
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Liét ké tat ca cac alias cd san

DE liét ké tat ca céc alias c6 san cho shell hién tai clia ban, ban chi can
chay lénh sau:

alias

Diéu nay sé hitu ich trong truong hop ban thay mot s6 hanh vi la véi
mot so 1énh.
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Két luan

P4y la mot cach dé tao céc 1énh bash tuy chinh hodc alias bash.

T4t nhién, ban cling c6 thé viét mot script bash va thém script d6 vao
thu muc /usr/bin, nhung diéu nay sé khong hoat dong néu ban khong
c6 quyén root hoac sudo, trong khi véi alias, ban c6 thé lam diéu d6 ma
khong can quyén root.

Notice: Noi dung nay duwoc dang tai lan dau trén DevDojo.com
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Viét script Bash dau tién cua
ban

Hay cung téng hop nhimg gi ching ta da hoc duogc va tao ra script
Bash dau tién!
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Lén ké hoach cho script

Vi du, ching ta sé viét mot script thu thap mot so thong tin hitu ich vé
may chu nhu:

« Mttc st dung 6 dia hién tai
« Mitc str dung CPU hién tai
« Mitc st dung RAM hién tai
« Kiém tra chinh x4c phién ban Kernel

Ban c6 thé tuy chinh script bang cach thém hodc bét chitc nang dé phu
hop vo6i nhu cau cta minh.
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Viét script

Viéc dau tién ban can lam la tao mot file méi v6i phan mé rong . sh. Toi
sé tao mot file co tén status.sh vi script nay sé cho ching ta biét
trang thai cia may chu.

Sau khi da tao file, m& né bang trinh soan thao van ban yéu thich cta
ban.

Nhu ching ta dd hoc & chwong 1, & dong dau tién cua script Bash,
ching ta can chi dinh céi goi la Shebang:

#!/bin/bash

Tat ca nhiing gi shebang lam la huéng dan hé diéu hanh chay script
bang thuc thi /bin/bash.
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Theém chu thich

Tiép theo, nhw da thdo ludn & chuwong 6, hdy bat dau bang viéc thém
mot s6 chu thich dé moi nguoi cé thé dé dang hi€u script nay dung dé
lam gi. Pé lam diéu do, ngay sau shebang ban cé thé thém nhu sau:

#!/bin/bash

# Script that returns the current server status
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Thém bién dau tién cua ban

Sau do, hady 4p dung nhiing gi ching ta d& hoc & chwong 4 va thém mot
s6 bién ma ching ta cé thé muén st dung xuyén suét script.

D€ gan gié tri cho mdt bién trong bash, ban chi can st dung ddu =. Vi
du, hdy luu tén mdy chu clia ching ta vao mét bién dé cé thé st dung
lai sau nay:

server name=$(hostname)

Bang céch st dung $(), ching ta yéu cau bash thuc su thuc thi 1énh va
sau d6 gan gia tri cho bién cua chung ta.

Bay gio néu ching ta in ra bién d6, chung ta sé thay tén may chu hién
tai:

echo $server name
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Thém ham dau tién cua ban

Nhu ban da biét sau khi doc chuong 12, dé tao mot ham trong bash,
ban can st dung cdu tric sau:

function function name() {
your_ commands

}

Héy tao mot ham tra vé muc st dung bo nhé hién tai trén may chu cta
chung ta:

function memory check() {

echo ""
echo "The current memory usage on ${server name} is: "
free -h
echo ""

Gidi thich nhanh vé ham:

e function memory check() { -day la cach chung ta dinh nghia

ham
« echo "" - @ day ching ta chi in mot dong méi
e echo "The current memory usage on ${server name} is: " -0

day ching ta in mot thong béo ngan va bién $server name
* } - cudbi cung day la cach ching ta két thic ham

Sau khi ham da duoc dinh nghia, dé goi né, chi can st dung tén cua
ham:
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# Dinh nghia ham
function memory check() {

echo nmn
echo "The current memory usage on ${server name} is: "
free -h
echo nn
}
# Goi ham

memory check
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Thiw thach: Thém cac ham maéi

Trudc khi xem dap an, hdy tha thach ban than ban st dung ham ¢ trén
va tu viét mot vai ham.

Cac ham nén thyc hién nhiing viéc sau:

« Mic st dung 6 dia hién tai
« Mitc st dung CPU hién tai
« Mttc st dung RAM hién tai
« Kiém tra phién ban Kernel chinh xé4c

Ban cé thé st dung Google néu khong chac chan vé céc 1énh can dung
dé 14y thong tin do.

Khi ban da san sang, hay cudn xudéng va kiém tra cdch ching toi da
lam va so sanh két qua!

Luu vy rang c6 nhiéu cach ding dé thuc hién diéu nay!
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Script mau

Day la két qua cudi cung sé trong nhuw thé nay:

#!/bin/bash

#H#

# BASH script that checks:

# - Memory usage

# - CPU load

# - Number of TCP connections
# - Kernel version

#H#

server _name=$(hostname)

function memory check() {

echo ""
echo "Memory usage on ${server name} is: "
free -h
echo ""
}
function cpu check() {
echo ""
echo "CPU load on ${server name} is: "
echo ""
uptime
echo ""
}
function tcp check() {
echo ""
echo "TCP connections on ${server name}: "
echo ""
cat /proc/net/tcp | wc -1
echo ""

}

function kernel check() {
echo ""

echo "Kernel version on ${server name} is: "

eChO mnn
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uname -r

echo

}

function all checks() {
memory check

cpu_check
tcp check
kernel check
}
all checks
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Két luan

Lap trinh bash that tuyét voi! Cho du ban la ki sw DevOps/SysOps, lap
trinh vién, hay chi la nguoi dam mé Linux, ban déu c6 thé st dung céc
script Bash dé két hop céc 1énh Linux khac nhau va tw déng hoa céc
tac vu hang ngay nham chén va lap di lap lai, d€ ban c6 thé tap trung
vao nhiing viéc hiéu qua va tha vi hon!

Notice: Noi dung nay duoc dang tai lan dau trén DevDojo.com
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Tao menu tuong tac trong
Bash

Trong hudng dan nay, toi sé chi cho ban cach tao mot menu da lua
chon trong Bash dé nguoi dung cé thé chon hanh ddng can thuc hién!

Chung ta sé tai st dung mot s6 doan ma tir chuong trude, vi vay hay
dam bao ban da doc n6 néu chua.
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Lén ké hoach cho chiic nang

Héay bat dau bang viéc xem xét céc chirc nang chinh cta script:

« Kiém tra mtic s& dung O ctng hién tai
« Kiém tra mic st dung CPU hién tai

« Kiém tra mitc st dung RAM hién tai

« Kiém tra phién ban Kernel chinh xac

Trong truong hop ban chua cé san, day la script:
#!/bin/bash

##

# BASH menu script that checks:
# - Memory usage

# - CPU load

# - Number of TCP connections
# - Kernel version

##

server name=$(hostname)

function memory check() {

echo ""
echo "Memory usage on ${server name} is: "
free -h
echo ""
}
function cpu_check() {
echo ""
echo "CPU load on ${server name} is: "
echo ""
uptime
echo ""

}

function tcp check() {

85



echo "TCP connections on ${server name}:

echo

echo ""
cat /proc/net/tcp | wc -1
echo ""
}
function kernel check() {
echo ""
echo "Kernel version on ${server name} is: "
echo ""
uname -r
echo ""

}

function all checks() {
memory check
cpu_check
tcp check
kernel check

Sau do, ching ta sé xay dung mot menu cho phép nguoi dung chon
ham can thuec thi.

T4t nhién, ban cd thé diéu chinh cdc ham hoac thém ham méi tuy theo

nhu cau.
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Thém mét sé6 mau sac

Dé lam cho menu dé doc va dé nam bat hon, ching ta sé thém mot s6
ham mau.

Thém cac ham mau sau vao dau script ctua ban:

##

# Color Variables
##

green="'\e[32m'
blue='\e[34m'
clear="\e[Om'

##
# Color Functions
##
ColorGreen(){
echo -ne $green$l$clear
}
ColorBlue(){
echo -ne $blue$l$clear
}

Ban c6 thé st dung cdc ham mau nhu sau:

echo -ne $(ColorBlue 'Some text here')

Doan ma trén sé xudt ra chuoi Some text here va né sé c6 mau xanh
duwong!
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Them menu

Cudi cung, dé thém menu, ching ta sé tao mot ham riéng biét voi cau
truc switch case cho cac tuy chon menu:

menu(){
echo -ne "
My First Menu
$(ColorGreen '1l)') Memory usage
$(ColorGreen '2)') CPU load
$(ColorGreen '3)') Number of TCP connections
$(ColorGreen '4)') Kernel version
$(ColorGreen 5)') Check All
$(ColorGreen '0)') Exit
$(ColorBlue 'Choose an option:‘') "
read a
case %a in
1) memory check ; menu ;;
2) cpu_check ; menu ;;
3) tcp check ; menu ;;
4) kernel check ; menu ;;
5) all checks ; menu ;;
0) exit 0 ;;
*) echo -e $red"Wrong option."$clear;
WrongCommand; ;
esac
}

Giai thich nhanh ve ma

Dau tién, ching ta chi hién thi cc tuy chon menu véi mot s6 mau sac:
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echo -ne "

My First Menu

$(ColorGreen
$(ColorGreen
(ColorGreen
(ColorGreen
(ColorGreen
(ColorGreen
(

$
$
$
$
$

ColorBlue Ch

Memory usage

CPU load

Number of TCP connections
Kernel version

Check All

Exit

e an option:') "

Sau d6, chung ta doc cau tra 16i cua nguoi dung va lwu trit n6 trong

mot bién ¢ tén $a:

read a

Cuo6i cung, chung ta c6 mot cau truc switch case kich hoat cac ham

khéac nhau tuy thudc vao gia tri cua $a:

case $%$a in

WrongCommand; ;
esac

¥ O U~ WIN
N~ N N N N N N

memory check ; menu ;;

cpu_check ; menu ;;

tcp check ; menu ;;

kernel check ; menu ;;

all checks ; menu ;;

exit 0 ;;

echo -e $red"Wrong option."$clear;

Cudi cung, ching ta can goi ham menu dé thuc su in ra menu:

# Goi ham menu

menu
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Kiém thur script

Va bay gio, script ciia chiing ta sé nhuw thé nay:

#!/bin/bash

#H#

# BASH menu script that checks:
# - Memory usage

# - CPU load

# - Number of TCP connections
# - Kernel version

#H#

server _name=$(hostname)

function memory check() {

echo ""
echo "Memory usage on ${server name} is: "
free -h
echo ""
}
function cpu check() {
echo ""
echo "CPU load on ${server name} is: "
echo ""
uptime
echo ""
}
function tcp check() {
echo ""
echo "TCP connections on ${server name}: "
echo ""
cat /proc/net/tcp | wc -1
echo ""

}

function kernel check() {
echo ""

echo "Kernel version on ${server name} is: "

eChO mnn
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uname -r
echo ""

}

function all checks() {
memory check

cpu_check
tcp check
kernel check
}
##
# Color Variables
##

green="'\e[32m'
blue='\e[34m'
clear='\e[Om'

#Hi#t
# Color Functions
#Hi#t
ColorGreen(){
echo -ne $green$l$clear
}
ColorBlue(){
echo -ne $blue$l$clear
}
menu () {
echo -ne "
My First Menu
$(ColorGreen '1)') Memory usage
$(ColorGreen '2)') CPU load
$(ColorGreen '3)') Number of TCP connections
$(ColorGreen '4)') Kernel version
$(ColorGreen '5)') Check All
$(ColorGreen '0)') Exit
$(ColorBlue 'Choose an option:') "
read a
case %a in
1) memory check ; menu ;;
2) cpu_check ; menu ;;
3) tcp check ; menu ;;
4) kernel check ; menu ;;
5) all checks ; menu ;;
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0) exit 0 ;;
*) echo -e $red"Wrong option."$clear;
WrongCommand; ;
esac

}

# Call the menu function
menu

D€ kiém tra script, hay tao mdt file méi voi phan mé rong .sh, vi du:
menu.sh va sau do6 chay no:

bash menu.sh

Két qua hién thi sé trong nhw sau:

My First Menu

1) Memory usage

2) CPU load

3) Number of TCP connections
4) Kernel version

5) Check All

0) Exit

Choose an option:

Ban sé co thé chon céc tuy chon khac nhau tir danh séach va moi s6 sé
goi mot ham khdac nhau ttr script:

]
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Két luan

Gio day ban da biét cdch tao mot menu Bash va trién khai né trong céc
script cia minh dé ngudi dung c6 thé chon céc gia tri khac nhau!

Notice: N0i dung nay duoc dang tai lan dau trén DevDojo.com
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Thuc thi script BASH tren
nhiéu may chu twr xa

Bat ky 1énh nao ban cé thé chay tlr dong 1énh déu cé thé duoc st dung
trong mot script bash. Script dugc dung dé chay mot chudi cac 1énh.
Bash c6 san mac dinh trén céc hé diéu hanh Linux va macOS.

Hay xem xét mot tinh huong gia dinh khi ban can thuc thi mot script
BASH trén nhiéu may chu tir xa, nhung ban khong muén sao chép thu
cong script d6 vao tung may chu, roi lai phai dang nhap vao tung may
chu riéng 1é va chi sau d6 méi thuc thi duoc script.

Tat nhién ban c6 thé st dung mot cong cu nhw Ansible, nhung hay
cung tim hiéu céch thuc hién viéc nay bang Bash!
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Piéu kién tién quyét

Trong vi du nay, toi sé st dung 3 méy cha Ubuntu tir xa duoc trién khai
trén DigitalOcean. Néu ban chua c6 tai khodn DigitalOcean, ban cé thé
dang ky va nhéan $200 tin dung mién phi thong qua link gi6i thiéu nay:

https://m.do.co/c/2a9bba940£f39

Sau khi c6 tai khoadn DigitalOcean, hay tién hanh trién khai 3 droplet.

Toi d& tao san 3 may chu Ubuntu:
[x]

Toi sé dat cac dia chi IP cua nhitng may chu d6 vao mot file
servers.txt ma toi sé st dung dé duyét qua bang script Bash cua
chung ta.

Néu ban méi lam quen véi DigitalOcean, ban c6 thé lam theo céc budc
tao Droplet tai day:

« Céch tao mdt Droplet tir Bang diéu khién DigitalOcean

Ban ciling c6 thé xem video huéng dan cach thuc hién cai dat ban dau
cho may chu:

« Céach thuc hién cai dat ban dau cho may chu véi Ubuntu

Hoac tot hon nita, ban cé thé lam theo bai viét nay dé tw dong hoa qua
trinh cai dat ban dau cho may chu bang Bash

 Tu dong hoa cai ddt ban ddu cho may cht Ubuntu 18.04 bang
Bash

V6i 3 mdy chi méi da san sang, chiung ta cé thé tap trung vao viéc
chay script Bash trén tat ca ching chi bang mot 1énh duy nhat!
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Script BASH

Toi sé tai st dung script demo tir chuong truéce véi mot vai thay doi
nhd. N6 chi don gian thuc hién mot s6 kiém tra nhw muc st dung bd
nhd hién tai, tai CPU hién tai, s6 lwong két n6i TCP va phién ban
kernel.’

#!/bin/bash

# BASH script that checks the following:
# - Memory usage

# - CPU load

# - Number of TCP connections

# - Kernel version

# Memory check
##
server name=$(hostname)

function memory check() {

echo "#####H##"

echo "The current memory usage on ${server name} is: "
free -h

echo "####H###"

}

function cpu check() {

echo "#####H#"

echo "The current CPU load on ${server name} is: "
echo ""

uptime

echo "#####H#"

}

function tcp check() {

echo "#####H#"

echo "Total TCP connections on ${server name}: "
echo mnn
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cat /proc/net/tcp | wc -1
echo "#######"
}

function kernel check() {

echo "####H#H#"

echo "The exact Kernel version on ${server name} is: "
echo ""

uname -r
echo "#######"
}

function all checks() {
memory check

cpu_check

tcp check

kernel check

}

all checks

Sao chép doan ma trén va thém no vao mot file cé tén
remote check.sh. Ban cling c6 thé 1ay script tir & day.
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Chay Script trén tat ca cac may chu

Bay gi¢ chung ta d& c6 script va cac may chu san sang, dong thoi da
thém cac mdy chu dé vao file servers.txt, ching ta c6 thé chay 1énh sau
dé duyét qua tat ca cac may chu va thuc thi script tir xa ma khéng can
sao chép script vao ting may chu va két noi riéng 1é dén ting may chu.

for server in $(cat servers.txt) ; do ssh your user@${server}
‘bash -s' < ./remote check.sh ; done

Vong lap for nay sé duyét qua tung may chu trong file servers.txt va
sau do chay lénh sau cho moi muc trong danh sach:

ssh your user@the server ip 'bash -s' < ./remote check.sh

Ban sé nhan duoc két qua dau ra nhuw sau:

B
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Két luan

Day chi la mot vi du don gian vé cach thuc thi mot script don gian trén
nhiéu may cht ma khoéng can sao chép script vao tung may chu va
khong can truy cap riéng 1é vao ting may chu.

T4t nhién, ban cé thé chay mét script phtic tap hon va trén nhiéu may
chu hon ntra.

Néu ban quan tam dén viéc tu dong hoa, toi khuyén ban nén xem trang
tai nguyén Ansible trén website cua DigitalOcean:

Ansible Resources

Notice: Noi dung nay duoc dang tai lan dau trén DevDojo
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Lam viec voi JSON trong
BASH s dung jq

Cong cu dong lénh jq la mot trinh xtr Iy JSON nhe va linh hoat cho
command-line. N6 rat hiru ich dé€ phén tich ci phap dau ra JSON trong
BASH.

Mot trong nhimg diém tuyét voi clia jq la nd duoc viét bang portable C
va khong c6 phu thudc runtime. Tat ca nhiing gi ban can lam la tai
xuéng mot tép nhi phan duy nhat hodc st dung trinh quan ly géi nhw
apt va cai dat né chi voi mot 1énh duy nhat.
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Lap ké hoach cho script

D€ minh hoa trong huwéng dan nay, toi sé st dung mot REST API bén
ngoai tra vé két qua JSON don gian duoc goi la QuizAPI:

https://quizapi.io/

Néu ban muon theo doéi, hdy dam bao cé duwoc mot API key mién phi tai
day:

https://quizapi.io/clientarea/settings/token

QuizAPI mién phi cho c4c nha phét trién.
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C6 nhiéu cach dé cai dat jq trén hé théng cua ban. Mot trong nhimg
cach don gian nhat la st dung trinh quan ly goi tuy thudc vao hé diéu
hanh cua ban.

Du6i day la danh séch cac 1énh ban can st dung tuy thudc vao hé diéu
hanh ctia minh:

« Cai dat jq trén Ubuntu/Debian:

sudo apt-get install jq

- Cai dat jq trén Fedora:

sudo dnf install jq

« Cai dat jq trén openSUSE:

sudo zypper install jgq

« Cai dat jq trén Arch:

sudo pacman -S jq

« Cai dat trén Mac voi Homebrew:

brew install jgq

« Cai dat trén Mac véi MacPort:
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port install jq

Néu ban dang st dung hé diéu hanh khéc, t6i dé nghi ban xem tai liéu
chinh thic tai day dé biét thém thong tin:

https://stedolan.github.io/ja/download/

Sau khi cai dat jq, ban c6 thé kiém tra phién ban hién tai bang cach
chay 1énh nay:

jq --version
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Phan tich cu phap JSON véi jq

Sau khi da cai dat jq va cd API Key ctia QuizAPI, ban cé thé phan tich
cl phap dau ra JSON cua QuizAPI truc ti€p trong terminal.

Trudc tién, hdy tao mot bién luwu trit API Key cta ban:

API_KEY=YOUR API KEY HERE

D€ lay mot s6 dau ra tir mot trong cac endpoint ctia QuizAPI, ban cé
thé st dung 1énh curl:

curl
"https://quizapi.io/api/vl/questions?apiKey=${API KEY}&limit=1
@II

Dé c6 dau ra cu thé hon, ban c6 thé st dung Trinh tao URL QuizAPI tai
day:

https://quizapi.io/api-config

Sau khi chay l1énh curl, dau ra ban nhéan duogc sé trong giéng nhuw thé
nay:

]

Diéu nay cé thé kha khd doc, nhung nhd cong cu dong 1énh jq, tat ca
nhing gi ching ta can lam la chuyén hudéng 1énh curl t6i jq va ching ta
sé thay mot dau ra JSON duoc dinh dang dep mat:
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curl
"https://quizapi.io/api/vl/questions?apiKey=${API KEY}&limit=1
0" | iq

Luuy phan | jq & cudi.

Trong truong hop nay, dau ra ban nhan duoc sé trong giéng nhw thé
nay:

]

Bay gio, trong n6 dep hon nhiéu! Céng cu dong lénh jq d& dinh dang
dau ra cho ching ta va thém mot s6 mau sac dep mat!
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Lay phan tir dau tién véi jq

Gia st ching ta chi muén 1ay phéan ttr dau tién tir dau ra JSON, dé lam
diéu d6 chung ta chi can chi dinh chi muc ma ching ta mudn xem voi
cu phap sau:

jq .[0]

Bay gi0, néu ching ta chay lai 1énh curl va chuyén huéng dau ra téi jq
.[0] nhu thé nay:

curl
"https://quizapi.io/api/vl/questions?apiKey=${API KEY}&limit=1
0" | jq.[0]

Ban sé chi nhan duwoc phan tir dau tién va dau ra sé trong nhuw thé nay:

E
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Chi lay gia tri cho khéa cu thé

Doi khi ban c6 thé chi mudn 1ay gié tri cia mot khoa cu thé, gia st
trong vi du ctia ching ta, QuizAPI tra vé danh sach céac cau hoi cung
vOi cdu tra 1oi, mo ta va v.v. nhung néu ban chi muon 1ay cac Cau hoi
ma khong c6 thong tin bé sung thi sao?

Diéu nay khé don gian véi jq, tat ca nhirmg gi ban can lam la thém
khoa sau 1énh jq, vi vay né sé trong giéng nhw thé nay:

jg .[].question

Chung ta phai thém . [] vi QuizAPI trd vé mo6t mang va bang cach chi
dinh . [], ching ta ndi véi jq rang chung ta muon ldy gia tri .question
cho tat ca cac phan tir trong mang.

Dau ra ban nhan duoc sé trong giong nhuw thé nay:
B

Nhu ban c6 thé thay, bay gi¢ ching ta chi nhan duwoc cac cau hdi ma
khong c6 phan con lai cua cac gia tri.
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Str dung jq trong script BASH

Hay tiép tuc va tao mot script bash ngan dé xuat ra nhimg théng tin
sau cho chung ta:

« Chi lay cau hoi dau tién tir dau ra

« LAy tat ca cac cau tra 1oi cho cau hoi do

« Gan céac cau tra loi cho cac bién

« In ra cau hoi va céc cau tra loi

« D€ lam diéu do, toi da téng hop script sau:

Notice: dam bao thay déi phan API KEY bang khdéa QuizAPI thuc
té cua ban:
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#!/bin/bash

##

# Make an API call to QuizAPI and store the output in a
variable

##

output=$(curl
"https://quizapi.io/api/vl/questions?apiKey=API KEY&limit=10"
2>/dev/null)

##

# Get only the first question
##

output=%$(echo $output | jq .[0])

##

# Get the question

##

question=$(echo $output | jgq .question)

i
# Get the answers
i

answer a=$
answer b=$
answer c=$
answer d=$

echo $output
echo $output
echo $output
echo $output

jq .answers.answer a)
jq .answers.answer b)
jq .answers.answer cC)
jq .answers.answer d)

—~ o~ o~ o~

##
# Output the question
##

echo "
Question: ${question}

${answer a}
${answer Db}
${answer c}

A
B
C
D) ${answer _d}

)
)
)
)

Néu ban chay script, ban sé nhan duoc dau ra sau:
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]

Chung ta thdm chi c6 thé lam tét hon bang cach lam cho nd twong téc
dé ching ta cé thé thuc sw chon cdu tra 10i truc tiép trong terminal cua
minh.

D4 c6 san mot script bash thuc hién diéu nay bang cach st dung
QuizAPI va jq:

Ban cé thé xem script d¢ tai day:

« https://github.com/QuizApi/QuizAPI-BASH/blob/master/quiz.sh
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Két luan

Cong cu dong 1énh jq la mot cong cu tuyét voi giap ban c6 kha nang
lam viéc véi JSON truc tiép trong terminal BASH cua minh.

Bang céch do, ban c6 thé dé dang tuong tac véi tat ca cac loai REST
API khéc nhau bang BASH.

Dé biét thém thong tin, ban cé thé xem tai liéu chinh thic tai day:

 https://stedolan.github.io/jg/manual/

Va dé biét thém thong tin vé QuizAPI, ban c6 thé xem tai liéu chinh
thic tai day:

e https://quizapi.io/docs/1.0/overview

Notice: N0i dung nay duoc dang tai lan dau trén DevDojo.com
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Lam viec voi API Cloudflare
bang Bash

TOi lwu trit tat ca cac trang web ctia minh trén cac Droplet cua
DigitalOcean va st dung Cloudflare lam nha cung cap CDN. Mot
trong nhimg loi ich khi st dung Cloudflare la né giup giam luu luong
truy cap téng thé dén mdy chu clia ban va cling &n dia chi IP thuc cua
may chu dang sau CDN cua ho.

Tinh ndng yéu thich cé nhéan cua toi & Cloudflare 1a bao vé DDoS mién
phi. N6 d& ciru cac may chu cua t6i nhiéu lan khoi cac cudc tan cong
DDoS khac nhau. Ho c6 mot API rat tién dung ma ban c6 thé st dung
dé bat va tat tinh nang béo vé DDoS mdt cach dé dang.

Chuong nay sé la mot bai tap thuc hanh! T6i thach thic ban viét mot
doan script bash ngan dé tw dong bat va tat tinh nang bao vé DDoS cua
Cloudflare cho may chu cua ban khi can thiét!
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Piéu kién tién quyét

Trudc khi lam theo huéng dan nay, hay thiét lap tai khoan Cloudflare
va chuén bi s&n website clia ban. Néu ban khong chac céach thuc hién,
ban cé thé lam theo céc budc sau day: Tao tai khodn Cloudflare va

thém mot trang web.

Sau khi c6 tai khoan Cloudflare, hdy dam bao ban c6 duogc cac thong
tin sau:

« Mot tai khoan Cloudflare
« Khoa API Cloudflare
« ID vung (Zone ID) Cloudflare

Ngoai ra, hay dam bao curl da duoc cai dat trén may chu cua ban:

curl --version

Néu curl chuwa duoc cai dat, ban can chay lénh sau:

« Doi vdi RedHat/CentOS:

yum install curl

« Doi voi Debian/Ubuntu:

apt-get install curl
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Thwr thach - Yéu cau cua script

Script can giam sat mic st dung CPU trén may chu cta ban va néu
mitc st dung CPU tdng cao dua trén s6 lwong vCPU, nd sé tuw dong kich
hoat tinh ndng bao vé DDoS cua Cloudflare thong qua API Cloudflare.

Céc tinh nang chinh cua script nén bao gom:

« Kiém tra tai CPU trén may chu

« Trong truong hop CPU tang dot bién, script sé kich hoat mot cudc
goi API dén Cloudflare va bat tinh nang bao vé DDoS cho ving
duoc chi dinh

« Sau khi tai CPU trd lai binh thuong, script sé tat tuy chon "I'm
under attack" va dat lai vé trang thai binh thuong
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Script mau

Toi da chuén bi sdn mot script demo ma ban cé thé sir dung lam tai
liéu tham khao. Tuy nhién, t6i khuyén khich ban hay tht viét script cua
riéng minh trudc, va chi xem script cta t6i sau do!

Dé tai script, chi can chay 1énh sau:

wget
https://raw.githubusercontent.com/bobbyiliev/cloudflare-ddos-p
rotection/main/protection.sh

M& script bang trinh soan thdo van ban yéu thich cta ban:

nano protection.sh

Va cap nhat cac thong tin sau véi chi tiét Cloudflare cua ban:

CF_CONE_ID=YOUR CF ZONE_ID
CF_EMAIL ADDRESS=YOUR CF EMAIL ADDRESS
CF_API KEY=YOUR CF API KEY

Sau do, hay cap quyén thuc thi cho script:

chmod +x ~/protection.sh

Cudi cung, thiét 1ap 2 cong viéc Cron dé chay moi 30 gidy. P& chinh
stra crontab cua ban, hay chay:

crontab -e
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Va thém noi dung sau:

* k k x x /path-to-the-script/cloudflare/protection.sh
* % ok x X (gleep 30 ; /path-to-the-
script/cloudflare/protection.sh )

Luu y rang ban can thay déi duong dan dén script v6i duong dan thuc
té noi ban da luwu script.
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Két luan

Day la mot giai phap kha don gian va tiét kiém, mot trong nhitng nhuoc
diém cta script 1a néu méy cht cta ban khong phan héi do bi tdn cong,
script ¢ thé khéng duoc kich hoat.

Tat nhién, mot cach ti€p can tot hon sé la st dung hé thong gidm sat
nhu Nagios va dua trén théng ké tir hé théng gidm sét dd, ban cé thé
kich hoat script, nhung thir thach viét script nay c6 thé la mot bai tap
tot!

Day la mot tai liéu tham khao tuyét voi khac vé cach st dung API
Discord va gui thong bao dén kénh Discord ctia ban bang script Bash:

Cach st dung Discord Webhooks dé nhan théng béo vé trang théi
trang web cua ban trén Ubuntu 18.04

Notice: Noi dung nay duoc dang lan dau trén DevDojo
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Script BASH dé tom tat cac
log truy cap cua NGINX va
Apache

Mot trong nhiing viéc dau tién t6i thuong lam khi thay mic st dung
CPU cao trén mot s6 may cha Linux la kiém tra danh sach process
bang 1énh top hodc htop. Néu thay cé nhiéu tién trinh Apache hoac
Nginx, toi sé nhanh chéng kiém tra céc access log dé x4c dinh nguyén
nhan gay ra hoac dang gay ra mic st dung CPU dot ngot tang trén
mdy cht, hodc dé tim hi€éu xem cé hoat dong doc hai nao dang dién ra
khong.

Doi khi viéc doc log c6 thé kha khé khan vi log c6 thé rat 16n va viéc
xem xét thi cong c6 thé mat nhiéu thoi gian. Hon nita, dinh dang log
tho c6 thé gay nham 1an cho nhiing nguoi it kinh nghiém.

Giéng nhw chwong trude, chwong nay cling sé la mot thir thach! Ban
can viét mot script bash ngan dé tém tat toan bo log truy cap ma
khong can cai dat thém bat ky phan mém nao.
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Yéu cau cua script

Script BASH nay can phén tich va tom tat cac log truy céap cua ban,
cung cap nhirng thong tin hiru ich nhu:

« 20 trang c6 nhiéu yéu cau POST nhat
« 20 trang c6 nhiéu yéu cau GET nhat
« 20 dia chi IP hang dau va vi tri dia 1y cia ching
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Script mau

Toi da chuén bi sdn mot script demo ma ban cé thé tham khao. Tuy
nhién, toi khuyén khich ban thtr viét trudc, sau dé6 maéi xem script cua
toi!

Dé tai script, ban c6 thé clone repository bang 1énh sau:

git clone
https://github.com/bobbyiliev/quick access logs summary.git

Hoéc chay 1énh sau dé tai script vé thw muc hién tai:

wget
https://raw.githubusercontent.com/bobbyiliev/quick access logs
_summary/master/spike check

Script nay khong thay doi gl trén hé théng cla ban, né chi doc noi
dung cta log truy cép va tom tat lai. Tuy nhién, sau khi tai vé, hay dam
bao tw kiém tra ndi dung.

120



Chay script

Sau khi tai script vé, ban chi can lam cho né cé quyén thuc thi va chay
no.

D€ lam diéu do, hay chay 1énh sau dé cap quyén thuc thi cho script:

chmod +x spike check

Sau do chay script:

./spike check /path/to/your/access log

Hay dam bao thay d6i duong dan téi file bang duong dan thuc té dén
log truy cédp cua ban. Vi du, néu ban dang st dung Apache trén mot
may chu Ubuntu, 1énh chinh x&c sé nhu sau:

./spike check /var/log/apache2/access.log

Néu ban dang st dung Nginx, 1énh sé gan nhw giong hét, chi khac
duong dan dén log truy cap cta Nginx:

./spike check /var/log/nginx/access.log
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Tim hiéu vé két qua dau ra

Khi ban chay script, cé thé mat mot lic tuy thudc vao kich thudc caa
log.

Két qua dau ra ban sé thay sé trong giong nhu thé nay:
=]

Vé co ban, trong truomg hop nay, ching ta c6 thé thay rang ching ta
da nhan duoc 16 yéu cau POST dén file xmlrpc.php, file nay thuong
duoc nhimg ké tan cong st dung dé c6 gang khai théc céc trang web
WordPress bang cach dung céc t6 hop tén nguoi dung va méat khau
khéac nhau.

Trong truomg hop cu thé nay, day khong phai la mot cudc tan cong
brute force 16mn, nhung né cung cap cho ching ta mot dau hiéu sém va
ching ta c6 thé hanh dong dé ngan chan mot cudc tan cong 1én hon
trong tuong lai.

Chung ta cling c6 thé thay cé mot vai dia chi IP tir Nga truy cap vao
trang web cua ching ta, vi vay trong truong hop ban khong mong doi
bat ky luu luong truy cép nao tir Nga, ban c6 thé muén chan nhimg dia
chi IP do.
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Két luan

bay la mot vi du vé mot script BASH don gian cho phép ban nhanh
chong tém tat cac log truy cap va xac dinh xem cé diéu gi doc hai dang
dién ra hay khong.

T&t nhién, ban cling c6 thé mudn xem xét tha cong céc log, nhung day
1a mot thir thach tot dé thir tw dong hda viéc nay bang Bash!

Notice: Noi dung nay duoc dang lan dau trén DevDojo
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Gui email bang Bash va
SSMTP

SSMTP la mdt cong cu gilp chuyén email tir may tinh hodac may chu
dén mot may chu mail da duoc cau hinh.

SSMTP khong phai la mot may chi email va khong nhan email hay
quan ly hang doi.

Mot trong nhimg muc dich chinh ctia né 1a chuyén tiép email tu dong
(nhu canh bao hé thong) tir may cua ban dén mot dia chi email bén
ngoai.
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Piéu kién tién quyét

Ban can nhiimg tht sau dé cé thé hoan thanh huéng dan nay:

« Quyén truy cap vao may chu Ubuntu 18.04 v6i tw cach nguoi dung
khong phai root cé dac quyén sudo va tuwong lira dang hoat dong.
D€ thiét lap nhimmg diéu nay, vui long tham khéo Huéng dan Thiét
lap Mdy chu Ban dau cho Ubuntu 18.04

« MOt mdy chu SMTP cung véi tén nguoi dung va méat khau SMTP.
Diéu nay ciing hoat dong véi may chu SMTP cua Gmail, hodc ban
c6 thé thiét lap may chu SMTP riéng bang céach lam theo cac bude

tr huéng dan Cach Cai dat va Cau hinh Postfix lam Mday chu
SMTP Chi Gui trén Ubuntu 16.04
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Cai dat SSMTP

D€ cai dat SSMTP, trudc tién ban can cap nhat bd nhé cache apt bang
lénh:

sudo apt update

Sau d6 chay 1énh sau dé cai dat SSMTP:

sudo apt install ssmtp

Mot thit khac ban can cai dat 1a mailutils, dé lam diéu do hay chay
lénh sau:

sudo apt install mailutils
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Cau hinh SSMTP

Bay gior ban da cai dat ssmtp, dé cau hinh né st dung may cha SMTP
cta ban khi gii email, ban can chinh stta tép cdu hinh SSMTP.

St dung trinh soan thdo van ban wa thich ctia ban dé mé tép
/etc/ssmtp/ssmtp.conf:

sudo nano /etc/ssmtp/ssmtp.conf

Ban can bao gom cau hinh SMTP cua minh:

root=postmaster
mailhub=<">your smtp host.com<”>:587

hostname=<">your hostname<”>
AuthUser=<">your gmail username@your smtp host.com<">
AuthPass=<">your gmail password<”>
FromLineOverride=YES

UseSTARTTLS=YES

Luu tép va thoat.
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Gui email bang SSMTP

Sau khi cdu hinh xong, dé giti email chi can chay 1énh sau:

echo "<">Here add your email body<”>" | mail -s "<">Here
specify your email subject<™>"
<">your recepient email@yourdomain.com<”">

Ban c6 thé chay 1énh nay truc tiép trong terminal hoac dwa vao script
bash cua ban.
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Gui Tép dinh kem voi SSMTP (tuy chon)

Néu ban can gt tép dinh kém, ban c6 thé st dung mpack.

Dé cai dat mpack, chay 1énh sau:

sudo apt install mpack

Tiép theo, dé gui email véi tép dinh kém, chay 1énh sau:

mpack -s "<”>Your Subject here<”>" your file.zip
<">your recepient email@yourdomain.com<”">

Lénh trén sé gui email dén
<">your recepient email@yourdomain.com<"> véi tép
<*>your file.zip<"> dinh kem.
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Két luan

SSMTP la mdt cach tot va ddng tin cy dé trién khai chitc nang g
email SMTP truc tiép trong cac script bash.

D€ biét thém thong tin vé SSMTP, tdi khuyén ban nén kiém tra tai liéu

chinh thirc tai day.

Notice: N6i dung nay duwoc dang lan dau trén dién dan cong
dong DigitalOcean.
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Tao mat khau bang Script
Bash

Viéc can tao mot mat khau ngau nhién dé sir dung cho viéc cai dat
phan mém hoac dang ky tai khoan trén cac trang web la khé phé bién.

C6 nhiéu cach dé thuc hién diéu nay. Ban c6 thé st dung mot trinh
quan ly mat khau, noi thuong cé tly chon tao mét khdu ngau nhién,
hoac st dung mot trang web cd chitc nang tao mat khau ho ban.

Ban ciling c6 thé st dung Bash trong terminal (dong 1énh) dé tao nhanh
modt mat khdu. C6 nhiéu céch dé lam diéu nay va toi sé gi6i thiéu mot
s6 phuong phép, dé ban c6 thé chon cach phu hop nhét voi nhu cau
clia minh.
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:warning: Canh bao bao mat

Script nay chi nham muc dich luyén ky nang lap trinh bash. Ban
c6 thé thir véi cac du an don gian bang BASH, nhung bao méat
khéng phai la chuyén dé dua, vi vay hay dam bao khong luu mat
khau duéi dang van ban thuan tiuy trong mét tép & local hoac
ghi chung ra giay.

T6i khuyén moi nguoi nén st dung cac nha cung cap dang tin
cay va an toan dé tao va luu trir mat khau.
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Tom tat script

Trudce tién, hay dé toi tom tat nhanh nhitng gi script cta ching ta sé
lam:

1. Chtng ta sé c6 tuy chon dé chon d¢ dai ky tu cia mét khau khi
script duoc thuc thi.

2. Script sau d6 sé tao 5 mat khau ngau nhién véi do dai da duoc chi
dinh & budc 1.

133



Yéu cau tién quyeét

Ban can mot terminal bash va mot trinh soan thao van ban. Ban cé thé
st dung bat ky trinh soan thao nao nhuw vi, vim, nano hoac Visual
Studio Code.

To6i chay script nay trén local trong laptop Linux ctia minh, nhung néu
ban dang st dung may tinh Windows, ban cé thé ssh vao bat ky mdy
cht nao ban chon va thuc thi script & dé.

Mac du script kha don gian, viéc c6 kién thitc co ban vé lap trinh BASH
sé gitp ban hi€u rd hon vé script va cach né hoat dong.
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Tao mat khau ngau nhién

Mot trong nhiing loi ich tuyét voi cia Linux la ban c6 thé lam nhiéu
viéc bang cac phuong phap khéac nhau. Khi ndi dén viéc tao mot chuoi
ky tw ngau nhién, cling khong ngoai 1é.

Ban c6 thé st dung mot s6 1énh dé tao mot chudi ky tw ngau nhién. To6i
sé gidi thiéu mot vai cach va cung cap mot sé vi du.

« St dung 1énh date. Lénh date sé xudt ra ngay va gio hién tai. Tuy
nhién, ching ta cling c6 thé thao tac thém véi dau ra dé st dung
né nhw mot mat khdu duoc tao ngau nhién. Ching ta cé thé méa
héa ngay bang md5, sha hoac chi can chay né qua base64. Day la
mot vai vi du:

date | md5sum
94cbhblcdecfed0699e2d98acd9a7b8f6d -

st dung sha256sum:

date | sha256sum
30a0c6091e194c8c7785f0d7bbbeleac9b76c0528f02213d1b6a5fbcc76cef
f4 -

st dung base64:

date | baseb64
0YHQsSDRj9C90YMgMzAgMTKk6NTE6GNDggRUVUIDIWM]j EK

« Chung ta cling cé thé st dung openssl dé tao céc byte gia ngau
nhién va chay dau ra qua base64. Mot vi du dau ra sé la:
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openssl rand -base64 10
9+soM9bt8mhdcw==

Héay nhé rang openssl cé thé chua dwoc cai dat trén hé thong cta ban,
\ A 7 ~2 ~ A \ e - 7 7 ~2 2
vl vay co thé ban sé can cai dat no truoc dé s dung.

« Céch duoc wa chudng nhat la st dung bo sinh s6 gia ngau nhién -
/dev/urandom vi nd duoc thiét ké cho hau hét cac muc dich ma
héa. Ching ta ciing can thao tac véi dau ra bang tr dé dich né.
Mot 1énh vi du la:

tr -cd '[:alnum:]' < /dev/urandom | fold -wlO® | head -n 1

V6i 1énh nay, ching ta lay dau ra tir /dev/urandom va dich n6 bang tr
trong khi st dung tdt ca cac chir cai va chir s6 va in ra s6 ky tw mong
muén.
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Script

Pau tién, ching ta bat dau script voi shebang. Ching ta st dung né dé
cho hé diéu hanh biét trinh thong dich nao sé duoc st dung dé phan
tich phan con lai cua tép.

#!/bin/bash

Sau do, ching ta c6 thé tiép tuc va yéu cau nguoi dung nhap mot sé
théng tin. Trong truong hop nay, chung ta muén biét mat khau can co
bao nhiéu ky tu:

# Ask user for password length

clear

printf "\n"

read -p "How many characters you would like the password to
have? " pass length

printf "\n"

Tao mét kh&u va sau do in ra dé nguoi dung cé thé st dung.

# This is where the magic happens!
# Generate a list of 10 strings and cut it to the desired
value provided from the user

for i in {1..10}; do (tr -cd '[:alnum:]' < /dev/urandom | fold
-w${pass length} | head -n 1); done

# Print the strings

printf "$pass output\n"
printf "Goodbye, ${USER}\n"
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Script ban day du:

#!/bin/bash
#= — — — —
# Password generator with login option

#= = = = =

# Ask user for the string length

clear

printf "\n"

read -p "How many characters you would like the password to
have? " pass length

printf "\n"

# This is where the magic happens!
# Generate a list of 10 strings and cut it to the desired
value provided from the user

for i in {1..10}; do (tr -cd '[:alnum:]' < /dev/urandom | fold
-w${pass length} | head -n 1); done

# Print the strings

printf "$pass output\n"”
printf "Goodbye, ${USER}\n"
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Két luan

Pay la c4ch ban c6 thé st dung script bash don gidn dé tao mat khau
ngau nhién.

:warning: Nhw da dé cap, hay dadm bao st dung mat khau manh
dé bao vé tai khoan ctia ban. Ngoai ra, khi cé thé, hay st dung
xac thuc hai yéu té vi diéu nay sé cung cap lép bao mat bo sung
cho tai khoan cua ban.

Mac du script hoat dong binh thuong, nhung né can nguoi dung sé
cung cap dau vao theo yéu cau. D€ han ché van dé phat sinh, ban nén
lam mot s6 kiém tra ndng cao hon déi véi dau vao cta nguoi dung dé
dam bao script sé tiép tuc hoat dong t6t ngay ca khi dau vao duoc cung
cap khong phu hop véi nhu cau cta ching ta.
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Puoc dong gop boi

Alex Georgiev
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Redirections(Chuyén huéng)
trong Bash

Mot nguoi dung Linux thanh thao can co6 kién thic t6t vé pipe va
chuyén huéng trong Bash. Pay la mot thanh phan thiét yéu cta hé
thong va thuong rat hitu ich trong linh vuc Quan tri Hé thong Linux.

Khi ban chay mot 1énh nhw 1s, cat, v.v., ban sé nhan duoc mot s6 két
qua dau ra trén terminal. Néu ban viét sai 1énh, truyén sai tuy chon
hodc tham s6 dong 1énh, ban sé nhan dwoc théng béo 16i trén terminal.
Trong ca hai trudng hop, ban déu nhén dugc mot s6 van ban. Cé thé né
trong giong nhu "chi la van ban" doi v6i ban, nhung hé théng xu 1y van
ban nay khac nhau. Pinh danh nay duoc goi la File Descriptor (fd).

Trong Linux, c6 3 File Descriptor: STDIN (0); STDOUT (1) va
STDERR (2).

« STDIN (fd: 0): Quan ly dau vao trong terminal.
« STDOUT (fd: 1): Quan ly van ban dau ra trong terminal.
« STDERR (fd: 2): Quan ly van ban 10i trong terminal.
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Sw khac biét gitra Pipe va
Redirections

Ca pipe va redirections déu chuyén huéng luéng dir liéu (file
descriptor) cua qua trinh dang dwoc thuc thi. Sw khac biét chinh la
redirections xu ly v6i luong tép tin(files stream), guiluong dau ra
dén mot tép hodc gui ndi dung cua mot tép cho trudce vao luong dau
vao cua qué trinh.

Mat khac, mot pipe két néi hai 1énh bang cach gui luéng dau ra cta
1énh thir nhat dén luong dau vao cta lénh thir hai ma khong can chi
dinh bat ky chuyén huéng nao.
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Redirection trong Bash
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STDIN (Pau vao Chuan)

Khi ban nhép van ban dau vao ma mot 1énh yéu cau, thi thuc té ban
dang nhap van ban vao file descriptor STDIN. Chay lénh cat ma khong
c6 tham s6 dong lénh nao. Cé vé nhu la qua trinh da tam dung nhung
thuc té cat dang yéu cau STDIN. cat la mot chuong trinh don gian va
sé in ra van ban duoc truyén vao STDIN. Tuy nhién, ban cé thé md
rong truong hop st dung bang cach chuyén huéng dau vao cho céc
lénh nhan STDIN.

Vi du vodi cat:

cat << EOF
Hello World!
How are you?
EOF

Lénh nay in ra van ban da cung cdp trén man hinh terminal:

Hello World!
How are you?

Diéu twong tu c6 thé duoc thuc hién véi cac 1énh khac nhan dau vao
qua STDIN. Vi du, wc:

wc -1 << EOF
Hello World!
How are you?
EOF

Tly chon -1 véi we dém s6 dong. Poan ma bash nay sé in s6 dong ra
man hinh terminal:
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STDOUT (Pau ra chuan)

Van ban binh thuwong khéng 10i trén man hinh terminal ctua ban duoc in
ra thong qua file descriptor STDOUT. STDOUT cuia moét 1énh cé thé
duoc chuyén hudéng vao mot tép, theo cdch ma dau ra cua 1énh duoc
ghi vao mot tép thay vi duoc in ra man hinh terminal. Diéu nay duoc
thuc hién don gian véi sy tro gitp ctua cac toan ti > va >>.

Vi du:

echo "Hello World!" > file.txt

Lénh trén sé khong in "Hello World" ra man hinh terminal, thay vao dé
no sé tao mot tép cé tén file.txt va ghi chudi "Hello World" vao do.
Diéu nay cé thé duoc kiém ching bang cach chay 1énh cat trén tép
file.txt.

cat file.txt

Tuy nhién, méi lan ban chuyén huéng STDOUT cua bat ky 1énh nao
nhiéu 1an vao cung mot tép, nd sé xba ndi dung hién c cua tép dé ghi
noi dung méi.

Vi du:

echo "Hello World!" > file.txt
echo "How are you?" > file.txt

Khi chay cat trén tép file.txt:
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cat file.txt

Ban sé chi nhéan duwoc chudi "How are you?" duoc in ra.

How are you?

Diéu nay la do chudi "Hello World" d& bi ghi dé. Hanh vi nay c6 thé
dwoc tranh bang cach st dung toan ti >>.

Vi du trén c6 thé duoc viét lai nhuw sau:

echo "Hello World!" > file.txt
echo "How are you?" >> file.txt

Khi chay cat trén tép file.txt, ban sé nhan duoc két qua mong muon.

Hello World!
How are you?

Ngoai ra, todn tt chuyén huéng cho STDOUT ciing c6 thé duoc viét 1a
1>. Vi du:

echo "Hello World!" 1> file.txt
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STDERR (L6i Tiéu Chuan)

Van ban 16i hién thi trén man hinh terminal duoc in ra théng qua
STDERR cua lénh. Vi du:

1ls --hello

sé cho ra théng bao 16i. Thong bao 16i nay chinh la STDERR cua lénh.

STDERR c6 thé duoc chuyén huéng bang toan tir 2>.

1ls --hello 2> error.txt

Lénh nay sé chuyén huéng théng bdo 16i vao tép error.txt va ghi nd
vao do. Piéu nay c6 thé duoc ki€m ching bang cach chay 1énh cat trén
tép error. txt.

Ban ciling c6 thé st dung toan tir 2>> cho STDERR tuong tw nhu cich
ban da st dung >> cho STDOUT.

D6i khi, thong béo 16i trong cac Tap 1énh Bash cé thé gay phién phic.
Ban c6 thé chon bd qua chung bang cdch chuyén huéng thong béo 16i
dén tép /dev/null. /dev/null la thiét bi gia lap(pseudo-device) sé
nhén vao van ban va sau do loai bo n6 ngay lap tic.

Vi du trén c6 thé duwoc viét nhuw sau dé hoan toan bo qua van ban 16i:

1ls --hello 2> /dev/null

Tat nhién, ban cé thé chuyén huéng cd STDOUT va STDERR cho cung
mot 1énh hoac tap l1énh.
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./install package.sh > output.txt 2> error.txt

Ca hai cling c6 thé duoc chuyén huéng vao cung mot tép.

./install package.sh > file.txt 2> file.txt

C6 mdt cdch ngan gon hon dé lam diéu nay.

./install package.sh > file.txt 2>&1
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Piping

Cho dén nay, ching ta da thay cach chuyén huéng STDOUT, STDIN
va STDERR dén va tir mot tép. Pé néi dau ra ti (Iénh) ciia moét chuong
trinh lam ddu vao cho mét (Iénh) chwong trinh khéc, ban cé thé s
dung ky hiéu duwong 6ng doc |.

Vi du:

ls | grep ".txt"

Lénh nay sé liét ké cac tép trong thu muc hién tai va chuyén dau ra
cho 1énh grep, sau d6 loc dau ra dé chi hién thi cac tép chita chudi
"ixt".

Cu phap:

[time [-p]] [!] commandl [ | or |& command2 ] ..

Ban ciing c6 thé xay dung cac chudi 1énh tuy y bang cach néi ching lai
v6i nhau thong qua 6ng dan dé dat duoc két qua tot.

Vi du nay tao ra danh sdch moi nguoi dung sé hitu tép trong mot thuw
muc nhat dinh cung véi so lwong tép va thuw muc ho s¢ hitu:

ls -1 /projects/bash scripts | tail -n +2 | sed 's/\s\s*/ /g'
| cut -d ' ' -f 3 | sort | uniq -c

Két qua:

150



8 anne
34 harry
37 tina
18 ryan
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HereDocument

Ky hiéu << cé thé duoc st dung dé tao mot tép tam thoi [heredoc] va
chuyén huéng tir né tai command line.

COMMAND << EOF
ContentOfDocument

EOF

Luu y rang EOF dai dién cho dau phan cach (két thuc tép) cta heredoc.
Thuc té, ching ta cé thé st dung bat ky tir chir s6 nao thay thé dé biéu
thi diém bat dau va két thic cua tép. Vi du, day la mot heredoc hop 1é:

cat << randomwordl
This script will print these lines on the terminal.
Note that cat can read from standard input. Using this
heredoc, we can
create a temporary file with these lines as it's
content and pipe that
into cat.
randomwordl

Phan dich cho noi dung giita 2 chit randomword1: Script nay sé in
nhiing dong nay ra terminal. Luwu v rang cat c¢6 thé doc tir dau vao
chuédn. St dung heredoc nay, ching ta c6 thé tao mot tép tam thoi voi
nhiing dong nay lam ndi dung va chuyén né vao cat.

Vé co ban, no sé xuat hién nhu thé nodi dung cua heredoc dugc chuyén
vao 1énh théng qua 6ng dan. Diéu nay c6 thé lam cho tap 1énh rat gon
gang néu nhiéu dong can duoc chuyén vao mot chuong trinh.
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Hon nfta, ching ta c6 thé gan thém céc 6ng dan nhw sau:

cat << randomwordl | wc
This script will print these lines on the terminal.
Note that cat can read from standard input. Using this
heredoc, we can
create a temporary file with these lines as it's
content and pipe that
into cat.
randomwordl

Phan dich cho noi dung gitta 2 chit randomword1: Tap 1énh nay sé in
nhing dong nay ra terminal. Luu y rang cat ¢ thé doc tlir dau vao tiéu
chuén. St dung heredoc nay, ching ta c6 thé tao mot tép tam thoi voi
nhiing dong nay lam néi dung va chuyén né vao cat.

Ngoai ra, c4c bién da dinh nghia trudc cé thé duoc st dung bén trong
heredocs.
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HereString

Herestrings kha giong véi heredocs nhung st dung <<<. Chung duoc st
dung cho céc chudi mot dong can duoc chuyén vao mot chuong trinh
nao dé. Cach nay tréong gon gang hon heredocs vi ching ta khong can
phai chi dinh ddu phéan céch.

wC <<<"this is an easy way of passing strings to the stdin of
a program (here wc)"

Giong nhu heredocs, herestrings c6 thé chita cac bién.
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Tém tat

Toan twr Mo ta

> Luu dau ra vao mot tép

>> No6i thém dau ra vao mot tép

< Doc dau vao tir mot tép

2> Chuyén huéng thong béo 16i

| Gm dau ra tir mot chuwong trinh lam dau vao cho chuong
trinh khac

<< Chuyén nhiéu dong vao mot chwong trinh mot cach gon gang

e Chuyé\’n mot dong duy nhat vao mot chuong trinh mét cach
gon gang
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Cai dat tw dong WordPress
trén LAMP bang BASH

Day la mot vi du vé cai dat day du LAMP va WordPress hoat dong trén
bat ky may tinh nao dya trén Debian.
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Pieu kién tién quyét

e MOt may tinh dua trén Debian (Ubuntu, Debian, Linux Mint, v.v.)
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Lén ké hoach cho cac chic
nang

Hay bat dau lai bang cach xem xét cac chitc nang chinh cla script:
Cai dat LAMP

« Cap nhat trinhpackage manager

« Cai datfirewall (ufw)

« Cho phép luu lwong truy cap SSH, HTTP va HTTPS
- Cai dat Apache2

» Cai dat & Cau hinh MariaDB

« Cai dat PHP va cac plugin can thiét

« Kich hoat tit ca cac mod Apache? can thiét

Thiét 1ap Virtual Host Apache

« Tao mot thw muc trong /var/www

« Cau hinh quyén truy cap cho thw muc

« Tao tap tin $domain trong /etc/apache2/sites-available va
thém noi dung Virtualhost can thiét

e Kich hoat trang web

« Khéi dong lai Apache?2

Cau hinh SSL

« Tao chimg chi OpenSSL

« Thém ching chi SSL vao tap tin ssl-params.conf
« Thém cau hinh SSL vao tap tin Virtualhost

« Bat SSL

« Tai lai Apache?2
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Cau hinh Co s¢ dir liéu

« Tao co so dit liéu
 Tao nguoi dung
« Cap nhat quyén

Cau hinh WordPress

« Cai dat cac plugin PHP can thiét cho WordPress
 Cai dat WordPress
« Thém thong tin can thiét vao tap tin wp-config.php

Va khong chan chur nita, hdy bat dau viét script.
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Script

Chung ta bat dau bang céch thiét 1ap céc bién va yéu cau nguoi dung
nhap tén mién cua ho:

echo 'Please enter your domain of preference without www:'
read DOMAIN

echo "Please enter your Database username:"

read DBUSERNAME

echo "Please enter your Database password:"

read DBPASSWORD

echo "Please enter your Database name:"

read DBNAME

1N

ip="hostname -I | cut -fl -d'

Bay gio chiing ta da san sang dé bat dau viét cdc ham. Bat dau bang
cach tao ham lamp install(). Bén trong no, chung ta sé cap nhat hé
thong, cai dat ufw, cho phép luu lwong truy cap SSH, HTTP va HTTPS,
cai dat Apache2, cai dat MariaDB va PHP. Chung ta ciing sé kich hoat
tat ca cac mod Apache? can thiét.
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lamp _install () {
apt update -y
apt install ufw
ufw enable
ufw allow OpenSSH
ufw allow in "WwwW Full"

apt install apache2 -y

apt install mariadb-server

mysql secure installation -y

apt install php libapache2-mod-php php-mysql -y

sed -1 "2d" /etc/apache2/mods-enabled/dir.conf

sed -i "2i\\\tDirectoryIndex index.php index.html
index.cgi index.pl index.xhtml index.htm" /etc/apache2/mods-
enabled/dir.conf

systemctl reload apache2

}

Tiép theo, ching ta sé tao ham apache virtualhost setup(). Bén
trong no, chung ta sé tao mot thw muc trong /var/www, cdu hinh quyén
truy cap cho thw muc, tao tap tin $domain trong /etc/apache2/sites-
available va thém ndi dung Virtualhost can thiét, kich hoat trang web
va khoi dong lai Apache?.
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apache virtual host setup () {
mkdir /var/www/$DOMAIN
chown -R $USER:$USER /var/www/$DOMAIN

echo "<VirtualHost *:80>" >> /etc/apache2/sites-
available/$DOMAIN. conf

echo -e "\tServerName $DOMAIN" >> /etc/apache2/sites-
available/$DOMAIN. conf

echo -e "\tServerAlias www.$DOMAIN" >>
/etc/apache2/sites-available/$DOMAIN. conf

echo -e "\tServerAdmin webmaster@localhost" >>
/etc/apache2/sites-available/$DOMAIN. conf

echo -e "\tDocumentRoot /var/www/$DOMAIN" >>
/etc/apache2/sites-available/$DOMAIN. conf

echo -e '\tErrorLog ${APACHE LOG DIR}/error.log' >>
/etc/apache2/sites-available/$DOMAIN. conf

echo -e '\tCustomLog ${APACHE LOG DIR}/access.log
combined' >> /etc/apache2/sites-available/$DOMAIN.conf

echo "</VirtualHost>" >> /etc/apache2/sites-
available/$DOMAIN. conf

a2ensite $DOMAIN

a2dissite 000-default

systemctl reload apache2

Tiép theo, ching ta sé tao ham ss1 config(). Bén trong ham, ching
ta sé tao ching chi OpenSSL, thém ching chi SSL vao tap tin ss1-
params.conf, thém cdu hinh SSL vao tap tin Virtualhost, kich hoat SSL
va tai lai Apache2.

ssl config () {

openssl req -x509 -nodes -days 365 -newkey rsa:2048 -
keyout /etc/ssl/private/apache-selfsigned.key -out
/etc/ssl/certs/apache-selfsigned.crt

echo "SSLCipherSuite
EECDH+AESGCM: EDH+AESGCM: AES256+EECDH : AES256+EDH" >>
/etc/apache2/conf-available/ssl-params.conf

echo "SSLProtocol All -SSLv2 -SSLv3 -TLSvl -TLSvl.1l"
>> /etc/apache2/conf-available/ssl-params.conf

echo "SSLHonorCipherOrder On" >> /etc/apache2/conf-
available/ssl-params.conf
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echo "Header always set X-Frame-Options DENY" >>
/etc/apache2/conf-available/ssl-params.conf

echo "Header always set X-Content-Type-Options
nosniff" >> /etc/apache2/conf-available/ssl-params.conf

echo "SSLCompression off" >> /etc/apache2/conf-
available/ssl-params.conf

echo "SSLUseStapling on" >> /etc/apache2/conf-
available/ssl-params.conf

echo "SSLStaplingCache \"shmcb:logs/stapling-
cache(150000)\"" >> /etc/apache2/conf-available/ssl-
params.conf

echo "SSLSessionTickets Off" >> /etc/apache2/conf-
available/ssl-params.conf

cp /etc/apache2/sites-available/default-ssl.conf
/etc/apache2/sites-available/default-ssl.conf.bak

sed -i "s/var\/www\/html/var\/www\/$DOMAIN/1"
/etc/apache2/sites-available/default-ssl.conf

sed -i "s/etc\/ssl\/certs\/ssl-cert-
snakeoil.pem/etc\/ssl\/certs\/apache-selfsigned.crt/1"
/etc/apache2/sites-available/default-ssl.conf

sed -i "s/etc\/ssl\/private\/ssl-cert-
snakeoil.key/etc\/ssl\/private\/apache-selfsigned.key/1"
/etc/apache2/sites-available/default-ssl.conf

sed -i "4i\\\t\tServerName $ip" /etc/apache2/sites-
available/default-ssl.conf

sed -i "22i\\\tRedirect permanent \"/\"
\"https://$ip/\"" /etc/apache2/sites-available/000-
default.conf

a2enmod ssl

a2enmod headers

a2ensite default-ssl

a2enconf ssl-params

systemctl reload apache2

Tiép theo, ching ta sé tao ham db_setup(). Bén trong no, ching ta sé
tao co s& dit liéu, tao nguoi dung va cap tat ca quyén cho nguoi dung.
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db config () {

mysql -e "CREATE DATABASE $DBNAME;"

mysgl -e "GRANT ALL ON $DBNAME.* TO
'$DBUSERNAME '@' Llocalhost' IDENTIFIED BY '$DBPASSWORD' WITH
GRANT OPTION;"

mysql -e "FLUSH PRIVILEGES;"
}

Tiép theo, ching ta sé tao ham wordpress config(). Bén trong no,
ching ta sé tai xuéng phién ban WordPress méi nhat, giai nén né vao
thw muc /var/www/$DOMAIN, tao tap tin wp-config.php va thém noi
dung can thiét vao no.
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wordpress config () {
db config

apt install php-curl php-gd php-mbstring php-xml php-
xmlrpc php-soap php-intl php-zip -y

systemctl restart apache2

sed -i "8i\\\t<Directory /var/www/$DOMAIN/>"
/etc/apache2/sites-available/$DOMAIN.conf

sed -i "9i\\\t\tAllowOverride All" /etc/apache2/sites-
available/$DOMAIN.conf

sed -i "10i\\\t</Directory>" /etc/apache2/sites-
available/$DOMAIN.conf

a2enmod rewrite
systemctl restart apache2

apt install curl

cd /tmp

curl -0 https://wordpress.org/latest.tar.gz

tar xzvf latest.tar.gz

touch /tmp/wordpress/.htaccess

cp /tmp/wordpress/wp-config-sample.php
/tmp/wordpress/wp-config.php

mkdir /tmp/wordpress/wp-content/upgrade

cp -a /tmp/wordpress/. /var/www/$DOMAIN

chown -R www-data:www-data /var/www/$DOMAIN

find /var/www/$DOMAIN/ -type d -exec chmod 750 {} \;

find /var/www/$DOMAIN/ -type f -exec chmod 640 {} \;

curl -s https://api.wordpress.org/secret-key/1.1/salt/
>> /var/www/$DOMAIN/wp-config.php

echo "define('FS METHOD', ‘'direct');" >>
/var/www/$DOMAIN/wp-config.php

sed -i "51,58d" /var/www/$DOMAIN/wp-config.php

sed -i "s/database name here/$DBNAME/1"
/var/www/$DOMAIN/wp-config.php

sed -1 "s/username here/$DBUSERNAME/1"
/var/www/$DOMAIN/wp-config.php

sed -1 "s/password here/$DBPASSWORD/1"
/var/www/$DOMAIN/wp-config.php
}

Va cudi cung, ching ta sé tao ham execute(). Bén trong no, ching ta
sé goi tat ca cac ham ma ching ta da tao & trén.
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execute () {
lamp_install
apache virtual host setup

ssl config
wordpress config

Va bay gi0, ban da c6 script va san sang dé chay no. Va néu ban can
toan bo script, ban c6 thé tim thay né trong phan tiép theo.
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Script day du

#!/bin/bash

echo 'Please enter your domain of preference without www:'

read DOMAIN

echo "Please enter your Database username:"
read DBUSERNAME

echo "Please enter your Database password:"
read DBPASSWORD

echo "Please enter your Database name:"

read DBNAME

ip="hostname -I | cut -fl -d' '°

lamp_install () {

apt
apt
ufw
ufw
ufw

apt
apt

update -y

install ufw

enable

allow OpenSSH
allow in "WwWW Full"

install apache2 -y
install mariadb-server

mysql secure installation -y

apt
sed
sed

install php libapache2-mod-php php-mysql -y
-1 "2d" /etc/apache2/mods-enabled/dir.conf
-1 "2i\\\tDirectoryIndex index.php index.html

index.cgi index.pl index.xhtml index.htm" /etc/apache2/mods-

enabled/dir.

conf

systemctl reload apache2

}

apache virtual host setup () {
mkdir /var/www/$DOMAIN
chown -R $USER:$USER /var/www/$DOMAIN

echo "<VirtualHost *:80>" >> /etc/apache2/sites-
available/$DOMAIN. conf
echo -e "\tServerName $DOMAIN" >> /etc/apache2/sites-
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available/$DOMAIN. conf

echo -e "\tServerAlias www.$DOMAIN" >>
/etc/apache2/sites-available/$DOMAIN. conf

echo -e "\tServerAdmin webmaster@localhost" >>
/etc/apache2/sites-available/$DOMAIN. conf

echo -e "\tDocumentRoot /var/www/$DOMAIN" >>
/etc/apache2/sites-available/$DOMAIN. conf

echo -e '\tErrorLog ${APACHE LOG DIR}/error.log' >>
/etc/apache2/sites-available/$DOMAIN. conf

echo -e '\tCustomLog ${APACHE LOG DIR}/access.log
combined' >> /etc/apache2/sites-available/$DOMAIN.conf

echo "</VirtualHost>" >> /etc/apache2/sites-
available/$DOMAIN. conf

a2ensite $DOMAIN

a2dissite 000-default

systemctl reload apache2

ssl config () {

openssl req -x509 -nodes -days 365 -newkey rsa:2048 -
keyout /etc/ssl/private/apache-selfsigned.key -out
/etc/ssl/certs/apache-selfsigned.crt

echo "SSLCipherSuite
EECDH+AESGCM: EDH+AESGCM: AES256+EECDH : AES256+EDH" >>
/etc/apache2/conf-available/ssl-params.conf

echo "SSLProtocol ALl -SSLv2 -SSLv3 -TLSvl -TLSvl.1"
>> /etc/apache2/conf-available/ssl-params.conf

echo "SSLHonorCipherOrder On" >> /etc/apache2/conf-
available/ssl-params.conf

echo "Header always set X-Frame-Options DENY" >>
/etc/apache2/conf-available/ssl-params.conf

echo "Header always set X-Content-Type-Options
nosniff" >> /etc/apache2/conf-available/ssl-params.conf

echo "SSLCompression off" >> /etc/apache2/conf-
available/ssl-params.conf

echo "SSLUseStapling on" >> /etc/apache2/conf-
available/ssl-params.conf

echo "SSLStaplingCache \"shmcb:logs/stapling-
cache(150000)\"" >> /etc/apache2/conf-available/ssl-
params.conf

echo "SSLSessionTickets Off" >> /etc/apache2/conf-
available/ssl-params.conf

cp /etc/apache2/sites-available/default-ssl.conf
/etc/apache2/sites-available/default-ssl.conf.bak
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sed -i "s/var\/www\/html/var\/www\/$DOMAIN/1"
/etc/apache2/sites-available/default-ssl.conf

sed -1 "s/etc\/ssl\/certs\/ssl-cert-
snakeoil.pem/etc\/ssl\/certs\/apache-selfsigned.crt/1"
/etc/apache2/sites-available/default-ssl.conf

sed -1 "s/etc\/ssl\/private\/ssl-cert-
snakeoil.key/etc\/ssl\/private\/apache-selfsigned.key/1"
/etc/apache2/sites-available/default-ssl.conf

sed -i "4i\\\t\tServerName $ip" /etc/apache2/sites-
available/default-ssl.conf

sed -i "22i\\\tRedirect permanent \"/\"
\"https://$ip/\"" /etc/apache2/sites-available/000-
default.conf

a2enmod ssl

a2enmod headers

aZ2ensite default-ssl

a2enconf ssl-params

systemctl reload apache2
}
db config () {

mysql -e "CREATE DATABASE $DBNAME;"

mysql -e "GRANT ALL ON $DBNAME.* TO
'$DBUSERNAME'@' localhost' IDENTIFIED BY '$DBPASSWORD' WITH
GRANT OPTION;"

mysql -e "FLUSH PRIVILEGES;"

}

wordpress config () {
db config

apt install php-curl php-gd php-mbstring php-xml php-
xmlrpc php-soap php-intl php-zip -y

systemctl restart apache2

sed -i "8i\\\t<Directory /var/www/$DOMAIN/>"
/etc/apache2/sites-available/$DOMAIN. conf

sed -i "9i\\\t\tAllowOverride All" /etc/apache2/sites-
available/$DOMAIN. conf

sed -i "10i\\\t</Directory>" /etc/apache2/sites-
available/$DOMAIN. conf

a2enmod rewrite
systemctl restart apache2

apt install curl

cd /tmp
curl -0 https://wordpress.org/latest.tar.gz
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tar xzvf latest.tar.gz

touch /tmp/wordpress/.htaccess

cp /tmp/wordpress/wp-config-sample.php
/tmp/wordpress/wp-config.php

mkdir /tmp/wordpress/wp-content/upgrade

cp -a /tmp/wordpress/. /var/www/$DOMAIN

chown -R www-data:www-data /var/www/$DOMAIN

find /var/www/$DOMAIN/ -type d -exec chmod 750 {} \;

find /var/www/$DOMAIN/ -type f -exec chmod 640 {} \;

curl -s https://api.wordpress.org/secret-key/1.1/salt/
>> /var/www/$DOMAIN/wp-config.php

echo "define('FS METHOD', ‘'direct');" >>
/var/www/$DOMAIN/wp-config.php

sed -i "51,58d" /var/www/$DOMAIN/wp-config.php

sed -i "s/database name here/$DBNAME/1"
/var/www/$DOMAIN/wp-config.php

sed -i "s/username here/$DBUSERNAME/1"
/var/www/$DOMAIN/wp-config.php

sed -i "s/password here/$DBPASSWORD/1"
/var/www/$DOMAIN/wp-config.php
}

execute () {
lamp install
apache virtual host setup
ssl config
wordpress config
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Tém tat

Script thuc hién cac cong viéc sau:

. Cai dat LAMP

« Tao mot virtual host
 C4u hinh SSL

 Cai dat WordPress
 Cau hinh WordPress

Véi nhiing diéu da nai, toi hy vong ban thich vi du nay. Néu ban cé bat
ky cau hoi nao, vui long lién hé truc tiép véi toi tai @denctl.
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https://twitter.com/denctl

Loi ket

Chic mung! Ban vira hoan thanh huwéng dan co ban vé Bash!
Néu thay hitu ich, hay nhd gan sao cho duw an trén GitHub!

Néu ban c6 bat ky dé xudt cai tién nao, ding ngan ngai dong gop pull
request hodc ma issue.

Trong cu6n sach nhap moén Bash nay, chung ta méi chi di qua nhiing
kién thitc co ban, nhung ban da cé di hanh trang dé bat dau viét script
va tir dong hda cac tac vu hang ngay!

Budc tiép theo, hay thir viét script cua riéng ban va chia sé nd véi cong
dong! Pay la céch tot nhat dé hoc bat ky ngon ngtr 1ap trinh hay
scripting mdi nao!

Néu cuén sach nay truyén cam himg cho ban viét duwoc nhitng script
Bash hay, dimg quén tweet vé né va gan thé @bobbyiliev_ dé ching toi
c6 thé xem nhé!

Mot 1an nita, xin chic mung ban dad hoan thanh cuon sach nay!
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